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Customer support

Gather support information: Before contacting Digi technical support for help, gather the following
information:

Product name and model

Product serial number (s)

Firmware version

Operating system/browser (if applicable)
Logs (from time of reported issue)

Trace (if possible)

Description of issue

Steps to reproduce

Contact Digi technical support: Digi offers multiple technical support plans and service packages.
Contact us at +1 952.912.3444 or visit us at www.digi.com/support.

Feedback

To provide feedback on this document, email your comments to
techcomm@digi.com

Include the document title and part number (Digi TransPort® Routers User Guide, 90001019 T) in the
subject line of your email.
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Digi TransPort® routers

The Digi TransPort WR family of 3G/4G cellular routers offers an all-in-one mobile communications
solution with true enterprise class routing, security and firewall. These multifunction cellular routers
feature a flexible design with optional integrated Wi-Fi access point (with multi SSID) / client, USB,
serial, VDSL, 1-, 2- or 4-port Ethernet switch with VLAN. Additional configuration options include
multiple serial ports (async or sync), GPS or telemetry 1/0.

The Digi TransPort family offers an advanced routing, security and firewall feature set including
stateful inspection firewall and integrated VPN. Enterprise class protocols incorporate BGP, OSPF and
VRRP+, a patented technology built upon the popular VRRP failover standard providing true auto-
sensing, auto-failure and auto-recovery of any line drop.

Digi TransPort WR routers are ideal for transportation, POS, energy, medical, financial and digital
signage as well as cellular backup and remote device connectivity applications.

Digi management solutions provide easy setup, configuration and maintenance of large installations
of remote Digi TransPort devices. Digi Remote Manager offers web-based device management for
remote Digi cellular routers and gateways. Digi TransPort routers have the following features:

m Enterprise class cellular routers with advanced dynamic routing, security and firewall features.

m High speed LTE/4G router with fall back to both GSM and CDMA 3G/2G technologies.

m Optional integrated Wi-Fi access point and multiport Ethernet switch.

m Flexible interfaces including serial (async/sync), GPS, VDSL, USB, CAN Bus and telemetry 1/0,

with flexible DC power options.
m Powerfulintegrated end user programming.

m Remote Management via windows remote management software or cloud hosted Remote
Manager.

TransPort WR11

Digi TransPort WR11 is a full-featured, cellular router offering the flexibility to scale from basic
connectivity applications to enterprise class routing and security solutions. With its high performance
architecture, Digi TransPort WR11 is designed for Wide Area Network connectivity including 2.5G, 3G,
and 4G networks. The TransPort WR11 XT model has a metal enclosure and allows an extended
operating temperature range.
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Digi TransPort® routers TransPort WR21

TransPort WR21

Digi TransPort WR21 is a full-featured, cellular router offering the flexibility to scale from basic
connectivity applications to enterprise class routing and security solutions. With its high performance
architecture, Digi TransPort WR21 is designed for Wide Area Network connectivity including
2.5G/3G/4G networks.

Digi TransPort WR21 is available with a range of Ethernet, Serial (RS232, RS422/485), and Power
connector options.

Digi TransPort WR21 also offers an optional advanced routing, security. and firewall feature set
including stateful inspection firewall and integrated VPN. Enterprise class protocols incorporate BGP,
OSPF, and VRRP+, a patented technology built upon the popular VRRP failover standard providing true
auto sensing, auto failure, and auto recovery of any line drop.

JI1GI” DIGI TRANSPORT | WR21
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Digi TransPort® routers TransPort WR31

TransPort WR31

Digi’s TransPort WR31 is an intelligent 4G LTE router designed for critical infrastructure and industrial
applications.

)
3
3
g
3
§

Key features of the TransPort WR31 include:

Global HSPA+ and 4G LTE support and certification on major carrier networks around the
world.

Software defined multi-carrier networking with Gobi 4G LTE, meaning one device that operates
in 2G, 3G, or 4G across all major North American carriers.

Ethernet, serial, and 1/0 for connecting diverse field assets.

Extremely resilient cellular connection through Digi’s patented SureLink™, VRRP+ protocol, and
dual SIM slots.

Enterprise Routing features for security, logging, and redundancy (e.g. stateful firewall, VPN,
SNMP); no annual enterprise software license required.

GPS capabilities are available for GPS-enabled models.

Digi Remote Manager provides mass configuration, device management, and troubleshooting
tools.

Rugged aluminum enclosure, optimized for Din rail or shelf mounting.
Optional weatherproof enclosure.

5 year warranty standard—no additional cost.

The TransPort WR31 provides a secure, reliable connection to industrial controllers, process
automation equipment, and smart grid assets on third party sites or remote locations. This drop-in
connectivity gives operators a way to reduce the cost of downtime and service calls and also increase
revenue by bringing distributed sites online faster.
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Digi TransPort® routers

The TransPort WR31 is ideal for connecting the following:

Building and process automation controllers

Smart grid assets (meters, switches, controllers)

IP Cameras and access controllers

Remote data loggers, flow meters, and sensing equipment
Telco infrastructure

Traffic and obstruction lighting

Digi TransPort® Routers User Guide
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Digi TransPort® routers TransPort WR41

TransPort WR41

The Digi TransPort WR family of cellular routers offers an all-in-one mobile communications solution
with true enterprise class routing, security, and firewall. These multifunction cellular routers feature a
flexible design with an optional integrated Wi-Fi access point (with multi SSID) / Client, USB, serial, and
Ethernet, as well as a variety of configuration options including multiple serial ports (async or sync),
GPS or 1/0 telemetry modules.

The Digi TransPort family also offers an advanced routing, security, and firewall feature set including
stateful inspection firewall and integrated VPN. Enterprise class protocols incorporate BGP, OSPF, and
VRRP+, a patented technology built upon the popular VRRP failover standard providing true auto
sensing, auto failure and auto recovery of any line drop.

Digi TransPort WR routers are ideal for transportation and mobile applications. Flexible power options
include AC, DC and 4-pin Molex connectors for direct integration into vehicle applications.

Also available is the Digi Remote Manager™, which provides easy setup, configuration, and
maintenance of large installations of Digi TransPort devices.
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Digi TransPort® routers TransPort WR44 / WR44 R

TransPort WR44 /| WR44 R

DIGI” DIGI TRANSPORT | WR44
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The Digi TransPort WR44 cellular router is an all-in-one mobile communications solution with true
enterprise-class routing, security, and firewall. This multifunction cellular router features a flexible
design with integrated Wi-Fi access point, USB, serial, and 4-port Ethernet switch, as well as a variety
of configuration options including multiple serial ports (async or sync) and GPS or I/0 telemetry
modules.

The Digi TransPort family offers an advanced routing, securityb and firewall feature set including
stateful inspection firewall and integrated VPN. Enterprise-class protocols incorporate BGP, OSPF,
and VRRP+, a patented technology built upon the popular VRRP failover standard providing true auto
sensing, auto failure and auto recovery of any line drop.

Digi TransPort WR44 is ideal for transportation and mobile applications. Flexible power options include
11-58 VDC barrel or molex connectors for direct integration into vehicle applications. Digi Remote

Manager™ provides easy setup, configuration, and maintenance of large installations of Digi TransPort
devices.
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Digi TransPort® routers TransPort WR44 RR

TransPort WR44 RR

Digi TransPort WR44 RR is a rugged enterprise-class cellular router designed for rail environments. Its
rail industry ratings, versatility, security features, and performance make it ideal for applications such
as Positive Train Control (PTC), wayside device communications, and on-board passenger Internet
access.

Digi TransPort WR44 RR provides a reliable primary high speed cellular network connection or can act
as a secure backup connection to the existing railroad network. It features a flexible communications
design with 3G/4G multicarrier GSM/CDMA cellular, plus integrated Wi-Fi a/ac/b/g/n access point,
serial, and 4-port Ethernet switch. It also features full on-board train certifications, including AREMA
C/H and EN50155. Communications interfaces include hardened connectors, including M12 for
Ethernet and serial, as well as TNC connectors for antenna connections.

Digi management solutions provide easy setup, configuration, and maintenance of large installations
of remote Digi TransPort devices. Digi Remote Manager offers web-based device management for
remote Digi cellular routers and gateways.
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Hardware features TransPort WR11 hardware features

TransPort WR11 hardware features

TransPort WR11 EVDO model

1. LAN port: Connects the device to a 10/100 base-T Local Area Network (LAN). The port can
perform auto-sensing for speed and wiring, so it can accept straight-through or cross-over
cable connections.

2. Power connector: This locking power connector connects the device to a power source. The
connector should be inserted and rotated to lock in place. Center pin is positive.

3. LEDs:
m Service LED: Indicates the presence and level of cellular service running on the device.

Off: No cellular service

1 Blink: Device is running 1xRTT service

2 Blinks: Device is running EDVO Rev 0 service

3 Blinks: Device is running EDVO Rev A service
m Signal LED: Indicates strength of cellular signal.

Off: Poor or No signal. Place the device in a location where it gets a better
signal.

Amber: Fair
Green: Good
m Power LED
Off: No power
Green: TransPort device is powered

4. Cellular antenna connector: This SMA female connector connects the device’s primary
cellular antenna.

5. Reset button: Resets the router to factory defaults. See Reset the router to factory defaults.
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TransPort WR11 HSPA+ model

1. LAN port: Connects the device to a 10/100 base-T Local Area Network (LAN). The port can
perform auto-sensing for speed and wiring, so it can accept straight-through or cross-over
cable connections.

2. Power connector: This locking power connector connects the device to a power source. The
connector should be inserted and rotated to lock in place. Center pin is positive.

3. LEDs:
m SERVICE LED: Indicates the presence and level of cellular service running on the device.

Off: No cellular service
1 Blink: GPRS mode

2 Blinks: EDGE mode
3 Blinks: UMTS mode
4 Blinks: HSDPA mode
5 Blinks: HSUPA mode

m SIGNAL LED: Indicates strength of cellular signal.

Off: Poor or No signal. Place the device in a location where it gets a better
signal.

Amber: Fair

Green: Good

m POWER LED:

Off: No power
Green: TransPort device is powered

4. SIM door: Encloses the SIM sockets. The SIM door must be removed to install the SIM cards For
installation details, refer to the Quick Start Guide that came with your device.

To remove the SIM door, hold the device on a flat surface and using a screwdriver, firmly
pull the cover straight up.

5. Cellular antenna connector: This SMA female connector connects the device’s primary
cellular antenna.

Reset button: Resets the router to factory defaults. See Reset the router to factory defaults.
7. SIM Sockets: SIM 1 and SIM 2 are for use with the SIMs.
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TransPort WR11 LTE-MIMO

1. LAN port: Connects the device to a 10/100 base-T Local Area Network (LAN). The port can
perform auto-sensing for speed and wiring, so it can accept straight-through or cross-over
cable connections.

2. Power connector: This locking power connector connects the device to a power source. The
connector should be inserted and rotated to lock in place. Center pin is positive.

3. LEDs:
= SERVICE LED: Indicates the presence and level of cellular service running on the device.

Off: No cellular service
1 Blink: GPRS mode

2 Blinks: EDGE mode

3 Blinks: UMTS mode
4 Blinks: HSDPA mode
5 Blinks: HSUPA mode
6 Blinks: LTE mode

m SIGNAL LED: Indicates strength of cellular signal.

Off: Poor or No signal. Place the device in a location where it gets a better
signal.

Amber: Fair
Green: Good

= POWERLED:

Off: No power

Green: TransPort device is powered
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4. SIM door: Encloses the SIM sockets. The SIM door must be opened to install the SIM cards. For
installation details, refer to the Quick Start Guide that came with your device.

To open the SIM door, slide the SIM door out using your finger.

Reset button: Resets the router to factory defaults. See Reset the router to factory defaults.
SIM sockets: SIM 1 and SIM 2 are for use with the SIMs.

Primary LTE antenna connector: This SMA female connector connects the device’s primary
cellular antenna.

8. Secondary LTE antenna connector: This SMA female connector connects the device’s
secondary cellular antenna.

TransPort WR11 XT

1. LAN port: Connects the device to a 10/100 base-T Local Area Network (LAN). The port can
perform auto-sensing for speed and wiring, so it can accept straight-through or cross-over
cable connections.

2. Power connector: This locking power connector connects the device to a power source. The
connector should be inserted and rotated to lock in place. Center pin is positive.
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3. LEDs:

TransPort WR11 hardware features

SERVICE LED: Indicates the presence and level of cellular service running on the device.

Off: No cellular service
1 Blink: GPRS mode

2 Blinks: EDGE mode
3 Blinks: UMTS mode
4 Blinks: HSDPA mode
5 Blinks: HSUPA mode
6 Blinks: LTE mode

SIGNAL LED: Indicates strength of cellular signal.

Off: Poor or No signal. Place the device in a location where it gets a better
signal.
Amber: Fair

Green: Good
POWER LED:

Off: No power

Green: TransPort device is powered

4. SIM door: Encloses the SIM sockets. The SIM door must be opened to install the SIM cards. For
installation details, refer to the Quick Start Guide that came with your device.

Reset button: Resets the router to factory defaults. See Reset the router to factory defaults.

6. SIM sockets: SIM 1 and SIM 2 are for use with the SIMs. Insert SIM cards with the notch facing
the bottom-right corner of the device. If you are using one SIM card only, insert it in the SIM 1

slot.

7. Primary cellular antenna connector: This SMA female connector connects the device’s
primary cellular antenna.

8. Secondary cellular antenna connector: This SMA female connector connects the device’s
secondary cellular antenna.
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TransPort WR11 accessories

Avariety of accessories are available for TransPort products. For the current list of accessories and
their Digi part numbers, go to the TransPort WR11 Part Numbers and Accessories page.
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TransPort WR11 hardware specifications
TransPort WR11 specifications
TransPort WR11 XT specifications
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Regulatory and safety statements

RF exposure statement

In order to comply with RF exposure limits established in the ANSI C95.1 standards, the distance
between the antenna or antennas and the user should not be less than 20 cm.

FCC Part 15 Class B

Radio Frequency Interference (RFI) (FCC 15.105)

This device has been tested and found to comply with the limits for Class B digital devices pursuant to
Part 15 Subpart B, of the FCC rules. These limits are designed to provide reasonable protection
against harmful interference in a residential environment. This equipment generates, uses, and can
radiate radio frequency energy, and if not installed and used in accordance with the instruction
manual, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try and correct the interference by one or more of the following
measures:

Reorient or relocate the receiving antenna. Increase the separation between the equipment and
receiver. Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected. Consult the dealer or an experienced radio/TV technician for help.

Labeling Requirements (FCC 15.19)

This device complies with Part 15 of FCC rules. Operation is subject to the following two conditions: (1)
this device may not cause harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation.

If the FCC ID is not visible when installed inside another device, then the outside of the device into
which the module is installed must also display a label referring to the enclosed module FCC ID.

Modifications (FCC 15.21)

Changes or modifications to this equipment not expressly approved by Digi may void the user’s
authority to operate this equipment.

TransPort WR11 EU Declaration of Conformity

Digi has issued Declarations of Conformity for the Digi TransPort WR11 concerning emissions, EMC,
and safety. For more information, see Digi government agency certifications page.

Important note

Digi customers assume full responsibility for learning and meeting the required guidelines for each
country in their distribution market. Refer to the radio regulatory agency in the desired countries of
operation for more information.

CE mark (Europe)

The Digi TransPort WR11 is certified for use in several European countries. For information, visit Digi
government agency certifications page.

If the Digi TransPort WR11 is incorporated into a product, the manufacturer must ensure compliance
of the final product with articles 3.1a and 3.1b of the RE Directive (Radio Equipment Directive). A
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Declaration of Conformity must be issued for each of these standards and kept on file as described in
the RE Directive (Radio Equipment Directive).

Furthermore, the manufacturer must maintain a copy of the Digi TransPort WR11 user manual
documentation and ensure the final product does not exceed the specified power ratings, antenna
specifications, and/or installation requirements as specified in the user manual. If any of these
specifications are exceeded in the final product, a submission must be made to a notified body for
compliance testing to all required standards.

OEM labeling requirements
The “CE” marking must be affixed to a visible location on the OEM product.

CE labeling requirements
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The CE mark shall consist of the initials “CE” taking the following form:

m |f the CE marking is reduced or enlarged, the proportions given in the above graduated
drawing must be respected.

m The CE marking must have a height of at least 5 mm except where this is not possible on
account of the nature of the apparatus.

m The CE marking must be affixed visibly, legibly, and indelibly.

Maximum power and frequency bands

Max power Frequencies

2W Cellular 850 and 900 MHZ bands
1w Cellular 850 and 900 MHZ bands

Innovation, Science, and Economic Development Canada (IC) certifications

This digital apparatus does not exceed the Class B limits for radio noise emissions from digital
apparatus set out in the Radio Interference Regulations of the Canadian Department of
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Communications.

Le present appareil numerique n’emet pas de bruits radioelectriques depassant les limites applicables
aux appareils numeriques de la class B prescrites dans le Reglement sur le brouillage radioelectrique
edicte par le ministere des Communications du Canada.

Restricted Access Location notice for Trans Port WR11 XT

Because of the hot metal surface of the enclosure, installations with operating temperatures greater
than 122 F (50 C) must be limited to Restricted Access Locations accessible only to trained service

personnel.
Safety notices

1. Please read allinstructions before installing and powering the router. You should keep these
instructions in a safe place for future reference.

2. If the power supply shows signs of damage or malfunction, stop using it immediately, turn off
the power and disconnect the power supply before contacting your supplier for a repair or
replacement.

3. Changes or modifications not expressly approved by the party responsible for compliance could
void the user’s authority to operate the equipment. Use only the accessories, attachments,
and power supplies provided by the manufacturer-connecting non-approved antennas or
power supplies may damage the router, cause interference or create an electric shock hazard,
and will void the warranty.

4. Do not attempt to repair the product. The router contains no electronic components that can
be serviced or replaced by the user. Any attempt to service or repair the router by the user will
void the product warranty.

5. The TransPort WR11 is designed for indoor use. Use it in an environment suitable for
computers and other electronic equipment.

6. Ports that are capable of connecting to other apparatus are defined as SELV ports. To ensure

conformity with IEC60950 ensure that these ports are only connected to ports of the same
type on other apparatus.

Special notes on safety for wireless routers

Digi International products are designed to the highest standards of safety and
international standards compliance for the markets in which they are sold. However,
cellular-based products contain radio devices which require specific consideration.
Please take the time to read and understand the following guidance. Digi International
assumes no liability for an end user’s failure to comply with these precautions.
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Wireless routers incorporate a wireless radio module. Users should ensure that the
antenna(s) is (are) positioned at least 1 meter away from themselves and other persons
in normal operation.

When in a hospital or other health care facility, observe the restrictions on the use of
mobile phones. Do not use the router in areas where guidelines posted in sensitive
areas instruct users to switch off mobile phones. Medical equipment may be sensitive to
RF energy.

The operation of cardiac pacemakers, other implanted medical equipment and hearing
aids can be affected by interference from cellular terminals such as the wireless routers
when places close to the device. If in doubt about potential danger, contact the
physician or the manufacturer of the device to verify that the equipment is properly
shielded. Pacemaker patients are advised to keep the wireless router away from the
pacemaker while it is on.

Wireless routers must NOT be operated on aircraft. The operation of wireless
appliances in an aircraft is forbidden to prevent interference with communications
systems. Failure to observe these instructions may lead to the suspension or denial of
cellular services to the offender, legal action, or both.

As with any electrical equipment, do not operate the router in the presence of
flammable gases, fumes or potentially explosive atmospheres. Do not use radio devices
anywhere that blasting operations occur.

Wireless routers receive and transmit radio frequency energy when power is on.
Interference can occur when using the router close to TV sets, radios, computers or
inadequately shielded equipment. Follow any special regulations and always power off
your router wherever forbidden or when it may cause interference or danger.

SOS IMPORTANT! Wireless routers operate using radio signals and cellular networks
cannot be guaranteed to connect in all possible conditions. Therefore, never rely solely
upon any wireless device for life critical communications.

WARNING! For environments where the temperature is 55° C or above, this
device must be installed in a restricted access area.

Product Disposal Instructions

2

The WEEE (Waste Electrical and Electronic Equipment: 2002/96/EC) directive has been
introduced to ensure that electrical/ electronic products are recycled using the best
available recovery techniques to minimize the impact on the environment.

This product contains high quality materials and components which can be recycled. At
the end of its life this product MUST NOT be mixed with other commercial waste for
disposal. Check with the terms and conditions of your supplier for disposal information.
Digi International Ltd WEEE Registration number: WEE/HF1515VU
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TransPort WR21 hardware features

TransPort WR21 front panel
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1. SIM/R-UIM sockets (SIM card models only): SIM 1 and SIM 2 are for use with SIMs or R-UIMs
(Removable User Identification Modules).

2. POWER LED:
= Off: No power
m Green: TransPort device is powered
3. SERVICE LED:
= Off: No WWAN network connection
m  Green: WWAN network connection
= Flashing: WWAN traffic being transmitted or received

4. WWAN (Wireless Network) LED: Indicates the presence and level of cellular service running on
the device.

Off: No cellular service
1 Blink: GPRS mode
2 Blinks: EDGE mode
3 Blinks: UMTS mode
4 Blinks: HSDPA mode
m 5 Blinks: HSUPA mode
m 6 Blinks: LTE mode
5. SIGNAL LED: Indicate strength of cellular signal.
m 3 LEDs: Excellent
m 2 LEDs: Good
m 1 LED:Fair

m 0 LEDs: Poor or No signal

6. Reset button: Returns the router to its factory default settings. See

7. USB host connector: Connects compatible USB 2.0 client devices such as memory sticks, and
serial adapters. The total current available to power USB devices is 0.5 A.
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TransPort WR21 rear panel features
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1. Secondary cellular (WWAN) antenna connector: This SMA female connector connects the

router’s secondary cellular antenna. It is highly recommended to use the secondary antenna
for diversity. In most circumstances, dual antennas provide improved signal strength and
better performance.

2. LAN 0 port: This RJ45 port connects the router to a 10/100 base-TLAN. The port is auto-
sensing for speed and wiring (straight-through or cross-over).

3. LAN 1 port (optional): This RJ45 port connects the router to a 10/100 base-TLAN. The port is
auto- sensing for speed and wiring (straight-through or cross-over).

4. Serial 0 port: This DB9 port provides an asynchronous RS232 (RS485 optional) serial port with
optional RS422/485 support for connecting the router to a compatible serial device. This is a
DCE serial port and allows CLI access to the device by default; the baud rate is 115200. For a
pinout, see TransPort WR21 serial pinout.

5. Power connector: This connector connects the router to a power source using either the
supplied power supply or DC power cord. Secure the barrel plug connector by rotating it by 90
degrees once installed into the Digi TransPort router. Center pin is positive.

6. Primary cellular (WWAN) antenna connector: This SMA female connector connects the
router’s primary cellular antenna.

7. Power cord input (terminal block variant): This socket connects the router to an alternative
power source.
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Reset the TransPort WR21

1. Turnthe router on and wait 15 seconds for the router to complete its initialization process.

2. Press and hold the reset button for 5 seconds. The router automatically reboots and displays a
pattern of alternating LEDs flashing followed by the normal boot sequence.

CAUTION! Do not remove power from the router during this operation, as corruption
of the flash memory may occur.
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TransPort WR21 serial pinout

Note that all TransPort serial ports are DCE.

TransPort WR21 hardware features

Pina
SERIAL 0

RS232 pinout

Pin # | Direction RS232 DCE
1 Out DCD
2 Out RXD
3 In TXD
4 In DTR
5 N/A GND
6 Out DSR
7 In RTS
8 Out CTS
9 Out RI

RS422/ RS485

Description

Data Carrier Detect
Receive Data
Transmit Data

Data Terminal Ready
Ground

Data Set Ready
Ready To Send

Clear To Send

Ring Indicate

Description

1 Out
2 Out
3 In
4 In
5 N/A

Digi TransPort® Routers User Guide

CTS-
RD+
TD+
RTS B RTS-
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Clear To Send -
Receive Data +
Transmit Data+
Ready To Send -

Ground
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RD-

6 Out Receive Data -
7 In RTS+ Ready To Send +
8 Out CTS+ Clear To Send +
9 In TD- Transmit -

Notes

m For true RS485 mode (2-wire half-duplex mode), the TD+ and RD+ pair and TD- and RD- pair
should be connected together.

m The CTS and RTS signals are optional and not normally needed for RS485.
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TransPort WR21 accessories

Avariety of accessories are available for TransPort products. For the current list of accessories and
their Digi part numbers, go to the TransPort WR21 Part Numbers and Accessories page.

Digi TransPort® Routers User Guide 40


http://www.digi.com/products/cellular-solutions/cellular-routers/digi-transport-wr21#partnumbers

Hardware features TransPort WR21 hardware features

TransPort WR21 hardware specifications

TransPort WR21 hardware specifications

Regulatory and safety statements

RF exposure statement

In order to comply with RF exposure limits established in the ANSI C95.1 standards, the distance
between the antenna or antennas and the user should not be less than 20 cm.

FCC Part 15 Class B

Radio Frequency Interference (RFI) (FCC 15.105)

This device has been tested and found to comply with the limits for Class B digital devices pursuant to
Part 15 Subpart B, of the FCC rules. These limits are designed to provide reasonable protection
against harmful interference in a residential environment. This equipment generates, uses, and can
radiate radio frequency energy, and if not installed and used in accordance with the instruction
manual, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try and correct the interference by one or more of the following
measures:

Reorient or relocate the receiving antenna. Increase the separation between the equipment and
receiver. Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected. Consult the dealer or an experienced radio/TV technician for help.

Labeling Requirements (FCC 15.19)

This device complies with Part 15 of FCC rules. Operation is subject to the following two conditions: (1)
this device may not cause harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation.

If the FCC ID is not visible when installed inside another device, then the outside of the device into
which the module is installed must also display a label referring to the enclosed module FCC ID.

Modifications (FCC 15.21)

Changes or modifications to this equipment not expressly approved by Digi may void the user’s
authority to operate this equipment.

TransPort WR21 EU Declaration of Conformity

Digi has issued Declarations of Conformity for the Digi TransPort WR21 concerning emissions, EMC,
and safety. For more information, see Digi government agency certifications page.

Important note

Digi customers assume full responsibility for learning and meeting the required guidelines for each
country in their distribution market. Refer to the radio regulatory agency in the desired countries of
operation for more information.
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CE mark (Europe)
The Digi TransPort WR21 is certified for use in several European countries. For information, visit

If the Digi TransPort WR21 is incorporated into a product, the manufacturer must ensure compliance
of the final product with articles 3.1a and 3.1b of the RE Directive (Radio Equipment Directive). A
Declaration of Conformity must be issued for each of these standards and kept on file as described in
the RE Directive (Radio Equipment Directive).

Furthermore, the manufacturer must maintain a copy of the Digi TransPort WR21 user manual
documentation and ensure the final product does not exceed the specified power ratings, antenna
specifications, and/or installation requirements as specified in the user manual. If any of these
specifications are exceeded in the final product, a submission must be made to a notified body for
compliance testing to all required standards.

OEM labeling requirements
The “CE” marking must be affixed to a visible location on the OEM product.

CE labeling requirements
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The CE mark shall consist of the initials “CE” taking the following form:

= |f the CE marking is reduced or enlarged, the proportions given in the above graduated
drawing must be respected.

m The CE marking must have a height of at least 5 mm except where this is not possible on
account of the nature of the apparatus.

m The CE marking must be affixed visibly, legibly, and indelibly.

Maximum power and frequency bands
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Max power Frequencies

2W Cellular 850 and 900 MHz bands
1w Cellular 1800 and 1900 MHz Bands
200 mW Cellular @450 MHz Band

Innovation, Science, and Economic Development Canada (IC) certifications

This digital apparatus does not exceed the Class B limits for radio noise emissions from digital
apparatus set out in the Radio Interference Regulations of the Canadian Department of
Communications.

Le present appareil numerique n’emet pas de bruits radioelectriques depassant les limites applicables

aux appareils numeriques de la class B prescrites dans le Reglement sur le brouillage radioelectrique
edicte par le ministere des Communications du Canada.

Hazardous Location installation information for TransPort WR21

For Hazardous Location installation, see the TransPort WR21 Hazardous Location User Guide (Digi part
number 90001532).

Safety notices

1. Please read allinstructions before installing and powering the router. You should keep these
instructions in a safe place for future reference.

2. If the power supply shows signs of damage or malfunction, stop using it immediately, turn off
the power and disconnect the power supply before contacting your supplier for a repair or
replacement.

3. Changes or modifications not expressly approved by the party responsible for compliance could
void the user’s authority to operate the equipment. Use only the accessories, attachments,
and power supplies provided by the manufacturer-connecting non-approved antennas or
power supplies may damage the router, cause interference or create an electric shock hazard,
and will void the warranty.

4. Do not attempt to repair the product. The router contains no electronic components that can
be serviced or replaced by the user. Any attempt to service or repair the router by the user will
void the product warranty.

5. The TransPort WR21 is designed for indoor use. Use it in an environment suitable for
computers and other electronic equipment.

6. Ports that are capable of connecting to other apparatus are defined as SELV ports. To ensure
conformity with IEC60950 ensure that these ports are only connected to ports of the same
type on other apparatus.

Special notes on safety for wireless routers

Digi International products are designed to the highest standards of safety and
international standards compliance for the markets in which they are sold. However,
cellular-based products contain radio devices which require specific consideration.
Please take the time to read and understand the following guidance. Digi International
assumes no liability for an end user’s failure to comply with these precautions.
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Wireless routers incorporate a wireless radio module. Users should ensure that the
antenna(s) is (are) positioned at least 1 meter away from themselves and other persons
in normal operation.

When in a hospital or other health care facility, observe the restrictions on the use of
mobile phones. Do not use the router in areas where guidelines posted in sensitive
areas instruct users to switch off mobile phones. Medical equipment may be sensitive to
RF energy.

The operation of cardiac pacemakers, other implanted medical equipment and hearing
aids can be affected by interference from cellular terminals such as the wireless routers
when places close to the device. If in doubt about potential danger, contact the
physician or the manufacturer of the device to verify that the equipment is properly
shielded. Pacemaker patients are advised to keep the wireless router away from the
pacemaker while it is on.

Wireless routers must NOT be operated on aircraft. The operation of wireless
appliances in an aircraft is forbidden to prevent interference with communications
systems. Failure to observe these instructions may lead to the suspension or denial of
cellular services to the offender, legal action, or both.

As with any electrical equipment, do not operate the router in the presence of
flammable gases, fumes or potentially explosive atmospheres. Do not use radio devices
anywhere that blasting operations occur.

Wireless routers receive and transmit radio frequency energy when power is on.
Interference can occur when using the router close to TV sets, radios, computers or
inadequately shielded equipment. Follow any special regulations and always power off
your router wherever forbidden or when it may cause interference or danger.

SOS IMPORTANT! Wireless routers operate using radio signals and cellular networks
cannot be guaranteed to connect in all possible conditions. Therefore, never rely solely
upon any wireless device for life critical communications.

WARNING! For environments where the temperature is 55° C or above, this
device must be installed in a restricted access area.

Product Disposal Instruction

2

The WEEE (Waste Electrical and Electronic Equipment: 2002/96/EC) directive has been
introduced to ensure that electrical/ electronic products are recycled using the best
available recovery techniques to minimize the impact on the environment.

This product contains high quality materials and components which can be recycled. At
the end of its life this product MUST NOT be mixed with other commercial waste for
disposal. Check with the terms and conditions of your supplier for disposal information.
Digi International Ltd WEEE Registration number: WEE/HF1515VU
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TransPort WR31 hardware features
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1. SIM card slot cover: On the underside of the router. Remove and replace with a Phillips-head
screwdriver.

2. SIM 1 and SIM 2 card slots: On the underside of the router. SIM 1 and SIM 2 are for use with .
When inserting the SIM card(s) into SIM sockets, SIM 1 is toward the middle of the router, and
SIM 2 is toward the outside of the router. In both cases, the end of the SIM card with the
chamfered corner should be inserted first.

3. LAN 0 port: This RJ45 port connects the router to a 10/100 base-TLAN. The port is auto-
sensing for speed and wiring (straight-through or cross-over).

4. LAN 1 port: This RJ45 port connects the router to a 10/100 base-TLAN. The port is auto-
sensing for speed and wiring (straight-through or cross-over).

5. USB host connector: Connects compatible USB 2.0 client devices such as memory sticks, and
serial adapters. The total current available to power USB devices is 0.5 A.

WARNING! The USB port is for use in a normal location only, not a hazardous
‘ location.

6. Reset button: Returns the router to its factory default settings. See Reset the router to
factory defaults.

Digi TransPort® Routers User Guide 45



Hardware features TransPort WR31 hardware features

10.

11.

12.

Serial connector: This DB9 port provides an asynchronous RS232 (RS485 optional) serial port
with optional RS422/485 support to connect the router to a compatible serial device. This is a
DCE serial port and allows CLI access to the device by default; the default serial baud rate is
115200. For a pinout, see TransPort WR31 serial pinout.

Power connector: A pluggable connector that connects the router to a power source using
either the separately available power supply: Digi part number 76000736, or a DIN rail power

supply.
WWAN primary connector: This SMA male connector connects the router’s primary cellular
antenna.

WWAN secondary connector: This SMA male connector connects the router’s secondary
cellular antenna. For multiple-input and multiple-output (MIMO), both cellular antennas are
needed for downloading data.

Not shown: GPS antenna connector (GPS models only): An SMA male connector that
connects the router’s GPS antenna.

LEDs: Indicate startup states and status for various signals and services:
m POWER LED:

Off: No power
Green: TransPort device is powered

= SERVICE LED:

Off: No WWAN network connection
Green: WWAN network connection
Flashing: WWAN traffic being transmitted or received

= WWAN LED: Indicates the presence and level of cellular service running on the device.

Off: No cellular service
1 Blink: GPRS mode

2 Blinks: EDGE mode
3 Blinks: UMTS mode
4 Blinks: HSDPA mode
5 Blinks: HSUPA mode
6 Blinks: LTE mode

m SIGNAL LEDs: Indicate strength of cellular signal.

3 LEDs: Excellent

2 LEDs: Good

1 LED: Fair

0 LEDs: Poor or No signal

m SYSTEM LED: Reserved for user-defined functions.
Earth ground
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13. Digital/analog 1/O connector: An input/output connector with two digital input/output
connections, and a single analog input connection. For more information and wiring diagrams
see TransPort WR31 digital and analog inputs and outputs.
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TransPort WR31 hardware specifications
Digi TransPort WR31 specifications
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TransPort WR31 accessories

Avariety of accessories are available for TransPort products. For the current list of accessories and
their Digi part numbers, go to the TransPort WR31 Part Numbers and Accessories page.
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TransPort WR31 mounting options

You can mount the TransPort WR31 on a DIN rail, directly to a wall, or in a NEMA enclosure. For DIN
Rail mounting, purchase the WR31 DIN Rail Mounting Bracket (Digi part number 76000977). For wall-
mounting or NEMA enclosure installation, purchase the TransPort WR31 Wall Mount Bracket (Digi part

number 76000966) and NEMA enclosure equipment, such as the NEMA enclosure, mounting plate,
special cabling, and cable glands.
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Hazardous Location installation

For information on installing the TransPort WR31 in a Hazardous Location environment, see the Digi
TransPort WR31 Hazardous Locations User Guide.
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TransPort WR31 serial pinout

Note that all TransPort serial ports are DCE.

&
Q
3
3
A
R
3

RS232 pinout

TransPort WR31 hardware features

2 Out
3 In
4 In
5 N/A
6 Out
7 In
8 Out
9 Out

Digi TransPort® Routers User Guide

RXD
TXD
DTR
GND
DSR
RTS
CTS
RI

Data Carrier Detect
Receive Data
Transmit Data

Data Terminal Ready
Ground

Data Set Ready
Ready To Send

Clear To Send

Ring Indicate
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RS422/RS485 pinout
D L R R,
CTS- Clear To Send -

2 Out RD+ Receive Data +
3 In TD+ Transmit Data+
4 In RTS_B RTS- Ready To Send -
5 N/A GND Ground
6 Out RD- Receive Data -
7 In RTS+ Ready To Send +
8 Out CTS+ Clear To Send +
9 In TD- Transmit -

Notes

m For true RS485 mode (2-wire half-duplex mode), the TD+ and RD+ pair and TD- and RD- pair
should be connected together.

m The CTS and RTS signals are optional normally not needed for RS485.
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TransPort WR31 digital and analog inputs and outputs
The TransPort WR31 has an input/output connector with two digital input/output connections,
and a single analog input connection.

1/0 connector pin assignments

The figure and table show the 1/0 connector, pin assignments, and the signals for each pin.

5 AINO Analog Input 0
4 AGND Analog Return
3 DIOO Digital 1/0 0
2 GND Digital Return
1 DIO1 Digital 1/0 1
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TransPort WR31 digital input/output: representative circuit
O WR31_3v3

Pullup Erable Signal

Digital Input

DIGITAL INPUT @ gD I »

\Y4

-

Digital Cutput Enable

L ]
DIGITAL RETURN @

TransPort WR31 analog input: representative circuit

Analog Select Signal

>
Current Loop
— Protector
20000hm

~ — |

Voltage Input Signal

Current Loop Signal

Analog Input

AMALOG INPUT ®—N AN

ANALOG RETURN @
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Example digital and analog I/O wiring

Digital input with pullup

WR31_3v3

<1
Pullup ON

DIGITAL INPUT

Digital Input
External Contact

[Door Contact,
etc.)

&
DIGITAL RETURN

Digital input without pullup
Note that input is HIGH when the contact is CLOSED.

External Contact
(Door Contact,
G W DIGITAL INPUT
Digital Input
| I ™~
1 @ > —
T
@
DIGITAL RETURN T
Digital output

The wiring diagram assumes a current-limiting resistor provided by installation or connected device is
in use.
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DIGITAL INPUT

<]

Digital Output Enable

@

DIGITAL RETURN

Analog input, 4-20mA input mode

ANALOG
4E20mA

<1

ANALOG INPUT J

&

@

Current Loop

Protector W

20000hm

ANALOG RETURN

—0u0

Analog Select Signal
[Current Mode)

Analog Input

Analog input, 0-10V input mode

0 - 10V input

<)

ANALOG INPUT
@

&

ANALOG RETURN

F—

Analog Select Signal
[Voltage Mode)

Analog Input

———{ =
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Digital and analog 1/O specifications

Digital 1/0 specifications

S T S

Rated Input Voltage -0.2
Rated Input Current -1.0 200 mA
Pull-Up Resistance 10k Ohms

Digital input specifications

m This input is a non-inverting Schmitt-trigger input.
= The default state at power-up with no voltage applied is LOW.

Specification

+ Threshold . 1.6 . \Y

- Threshold . 1.0 . v

Input impedance . 1M . Ohms
Digital output

m This output is an open-collector, sinking driver output.
m The default state at power-up is off.

Specification Min Nom Max Units
Sink Current . . 200 mA
Pull-up Voltage 3 v

Analog input specifications

Specification

Resolution . . 12 BITS
Accuracy . . 0.2 %
Rated Input Voltage -0.2 30 v
Rated Input Current 0 40 mA
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Voltage input mode (default)

Specification

Input Voltage -0.2 . 10.25 v

Input Impedance . 291K . Ohms

Current loop mode

Specification

Minimum Input Voltage . 2 . Y
Load Resistance . 200 . Ohms
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Regulatory and safety statements

RF exposure statement

In order to comply with RF exposure limits established in the ANSI C95.1 standards, the distance
between the antenna or antennas and the user should not be less than 20 cm.

FCC Part 15 Class B

Radio Frequency Interference (RFI) (FCC 15.105)

This device has been tested and found to comply with the limits for Class B digital devices pursuant to
Part 15 Subpart B, of the FCC rules. These limits are designed to provide reasonable protection
against harmful interference in a residential environment. This equipment generates, uses, and can
radiate radio frequency energy, and if not installed and used in accordance with the instruction
manual, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try and correct the interference by one or more of the following
measures:

Reorient or relocate the receiving antenna. Increase the separation between the equipment and
receiver. Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected. Consult the dealer or an experienced radio/TV technician for help.

Labeling Requirements (FCC 15.19)

This device complies with Part 15 of FCC rules. Operation is subject to the following two conditions: (1)
this device may not cause harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation.

If the FCC ID is not visible when installed inside another device, then the outside of the device into
which the module is installed must also display a label referring to the enclosed module FCC ID.

Modifications (FCC 15.21)

Changes or modifications to this equipment not expressly approved by Digi may void the user’s
authority to operate this equipment.

TransPort WR31 EU Declaration of Conformity

Digi has issued Declarations of Conformity for the Digi TransPort WR31 concerning emissions, EMC,
and safety. For more information, see Digi government agency certifications page.

Important note

Digi customers assume full responsibility for learning and meeting the required guidelines for each
country in their distribution market. Refer to the radio regulatory agency in the desired countries of
operation for more information.

CE mark (Europe)

The Digi TransPort WR31 is certified for use in several European countries. For information, visit Digi
government agency certifications page.

If the Digi TransPort WR31 is incorporated into a product, the manufacturer must ensure compliance
of the final product with articles 3.1a and 3.1b of the RE Directive (Radio Equipment Directive). A
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Declaration of Conformity must be issued for each of these standards and kept on file as described in
the RE Directive (Radio Equipment Directive).

Furthermore, the manufacturer must maintain a copy of the Digi TransPort WR31 user manual
documentation and ensure the final product does not exceed the specified power ratings, antenna
specifications, and/or installation requirements as specified in the user manual. If any of these
specifications are exceeded in the final product, a submission must be made to a notified body for
compliance testing to all required standards.

OEM labeling requirements
The “CE” marking must be affixed to a visible location on the OEM product.

CE labeling requirements
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The CE mark shall consist of the initials “CE” taking the following form:

m If the CE marking is reduced or enlarged, the proportions given in the above graduated
drawing must be respected.

m The CE marking must have a height of at least 5 mm except where this is not possible on
account of the nature of the apparatus.

= The CE marking must be affixed visibly, legibly, and indelibly.

Maximum power and frequency bands

Max power Frequencies

2W Cellular 850 and 900 MHz bands
1w Cellular 1800 and 1900 MHz bands
200 mW Cellular @450 MHz band
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Innovation, Science, and Economic Development Canada (IC) certifications

This digital apparatus does not exceed the Class B limits for radio noise emissions from digital
apparatus set out in the Radio Interference Regulations of the Canadian Department of
Communications.

Le present appareil numerique n’emet pas de bruits radioelectriques depassant les limites applicables
aux appareils numeriques de la class B prescrites dans le Reglement sur le brouillage radioelectrique
edicte par le ministere des Communications du Canada.

Hazardous Location installation information for TransPort WR31

For information on installing the TransPort WR31 in a Hazardous Location environment, see the Digi
TransPort WR31 Hazardous Locations User Guide.

Safety notices

1. Please read allinstructions before installing and powering the router. You should keep these
instructions in a safe place for future reference.

2. If the power supply shows signs of damage or malfunction, stop using it immediately, turn off
the power and disconnect the power supply before contacting your supplier for a repair or
replacement.

3. Changes or modifications not expressly approved by the party responsible for compliance could
void the user’s authority to operate the equipment. Use only the accessories, attachments,
and power supplies provided by the manufacturer-connecting non-approved antennas or
power supplies may damage the router, cause interference or create an electric shock hazard,
and will void the warranty.

4. Do not attempt to repair the product. The router contains no electronic components that can
be serviced or replaced by the user. Any attempt to service or repair the router by the user will
void the product warranty.

5. The TransPort WR31 is designed for indoor use. Use it in an environment suitable for
computers and other electronic equipment.

6. Ports that are capable of connecting to other apparatus are defined as SELV ports. To ensure
conformity with IEC60950 ensure that these ports are only connected to ports of the same
type on other apparatus.

Special notes on safety for wireless routers

Digi International products are designed to the highest standards of safety and
international standards compliance for the markets in which they are sold. However,
cellular-based products contain radio devices which require specific consideration.
Please take the time to read and understand the following guidance. Digi International
assumes no liability for an end user’s failure to comply with these precautions.
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Wireless routers incorporate a wireless radio module. Users should ensure that the
antenna(s) is (are) positioned at least 1 meter away from themselves and other persons
in normal operation.

When in a hospital or other health care facility, observe the restrictions on the use of
mobile phones. Do not use the router in areas where guidelines posted in sensitive
areas instruct users to switch off mobile phones. Medical equipment may be sensitive to
RF energy.

The operation of cardiac pacemakers, other implanted medical equipment and hearing
aids can be affected by interference from cellular terminals such as the wireless routers
when places close to the device. If in doubt about potential danger, contact the
physician or the manufacturer of the device to verify that the equipment is properly
shielded. Pacemaker patients are advised to keep the wireless router away from the
pacemaker while it is on.

Wireless routers must NOT be operated on aircraft. The operation of wireless
appliances in an aircraft is forbidden to prevent interference with communications
systems. Failure to observe these instructions may lead to the suspension or denial of
cellular services to the offender, legal action, or both.

As with any electrical equipment, do not operate the router in the presence of
flammable gases, fumes or potentially explosive atmospheres. Do not use radio devices
anywhere that blasting operations occur.

Wireless routers receive and transmit radio frequency energy when power is on.
Interference can occur when using the router close to TV sets, radios, computers or
inadequately shielded equipment. Follow any special regulations and always power off
your router wherever forbidden or when it may cause interference or danger.

SOS IMPORTANT! Wireless routers operate using radio signals and cellular networks
cannot be guaranteed to connect in all possible conditions. Therefore, never rely solely
upon any wireless device for life critical communications.

WARNING! For environments where the temperature is 55° C or above, this
device must be installed in a restricted access area.

Product Disposal Instructions

)54

The WEEE (Waste Electrical and Electronic Equipment: 2002/96/EC) directive has been
introduced to ensure that electrical/ electronic products are recycled using the best
available recovery techniques to minimize the impact on the environment.

This product contains high quality materials and components which can be recycled. At
the end of its life this product MUST NOT be mixed with other commercial waste for
disposal. Check with the terms and conditions of your supplier for disposal information.
Digi International Ltd WEEE Registration number: WEE/HF1515VU
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TransPort WR41 hardware features

Front panel

DIGI TRANSPORT" | WR41 ¢

WHAN e, o SIGHAL

oo o0 0@ e E- @;.m

POWER LAN  WH LMK 5N

] sv:

1. USB host connector: Connects compatible USB 2.0 client devices such as memory sticks, and
serial adapters. The total current available to power USB devices is 0.5 A.

2. POWER LED:
m  Off: No power
m Green: TransPort device is powered

3. LAN LED: [lluminates steadily when there is a network connection to the LAN port and flashes
when data is transmitted or received.

4. WN LED:
= Wi-Fi models: Illuminates steady if Wi-Fi activity is present.
= Non-Wi-Fi models: Flashes to show which network mode the router is operating in:

Off: No service

1 blink: GPRS mode

2 blinks: EDGE mode
3 blinks: UMTS mode
4 blinks: HSDPA mode
5 blinks: HSUPA mode
6 blinks: LTE mode

LINK LED: Illuminates steadily when a wireless WAN data connection has been established.
SIM LED: Illuminates steadily when a valid SIM card is installed.
ACT LED: Flashes to indicate that data is being transferred over the wireless WAN network.
SIGNAL LEDs: Indicate strength of cellular signal.

m 3 LEDs: Excellent

m 2 LEDs: Good

m 1 LED:Fair

m 0 LEDs: Poor or No signal

9. SERIAL LED: |lluminates steady if a terminal is connected to the SERIAL port and the DTR
signal is on. Flashes when data is transmitted or received.

© N o v
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10. SIM [/ R-UIM Sockets (SIM card models only): SIM 1 and SIM 2 are for use with the Subscriber
Identification Module(s) (SIMs) or Removable User Identification Module(s) (R-UIMs).

11. Primary Wi-Fi antenna connector (Wi-Fi models only): This SMA connector connects the
router’s primary Wi-Fi antenna.

12. Secondary Wi-Fi antenna connector (Wi-Fi models only): This SMA connector connects the
router’s secondary Wi-Fi antenna.

Rear panel

(2) ) ~ CE:} @)

' i _
.I“.___.".-.
. @ *[ @& i
FRIMARY
v
SERIAL O GHD LAN
-_—
O = 0 (7
o ] : o
g !
WWAN .' . . \4) *
- -]
1 { y, _:
S-48VDC SERIALO LAK
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1. WWAN Secondary Antenna Connector (WR41-U and WR41-C models): An SMA female
connector that connects the unit’s secondary cellular antenna. It is highly recommended to use
the secondary antenna for diversity. In most circumstances, dual antennas provide improved
signal strength and better performance.

2. Power connector: Connects the router to a power source. The power cord input can be AC, DC
and 4-pin Molex connectors. Secure the barrel plug connector by rotating it by 90 degrees once
installed into the Digi TransPort router. Center pin is positive.

3. Serial 0 Port: This RJ45 port provides an asynchronous RS232 serial port for connecting the
unit to a compatible serial device. This is a DCE serial port and allows CLI access to the device
by default; the baud rate is 115200. See TransPort WR41 serial pinout for a pinout diagram.

4. Hardware Expansion Port: Various hardware upgrades are available for this unit and are
populated via this expansion port. See Additional hardware features below for further
information.

Case Ground: Connect an additional case ground if necessary.

6. WWAN Primary Antenna Connector: An SMA female connector that connects the unit’s
primary cellular antenna.

7. LAN Port: This RJ45 port connects the unit to a 10/100 base-T LAN. The port performs auto-
sensing for speed and wiring, and can handle a straight-through or cross-over cable.
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Underside of unit features

@

Front of unit

® v )
[
o [+]
(=]
® . @
Rear of unit

1. Reset button: The reset button is on the underside of the unit. It performs a factory reset. It is
recessed to avoid an accidental reset. See Reset the router to factory defaults.
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Additional hardware features
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1. ASY Serial Port: Provides an additional asynchronous RS232 serial port using a DB25
connector.

2. ASY Serial Port (3x): Provides three additional asynchronous RS232 serial ports using RJ45
connectors.

3. SYN/ASYN Serial Port: Provides an X.21/RS422/RS232 synchronous / asynchronous serial port
using a DB25 connector.

4. GPS: Provides GPS capabilities using an SMA male connector.
ISDN: Provides an ISDN Basic Rate Interface (BRI) via an RJ45 port. This can be configured

either as a TE (terminal endpoint) or as NT-1 (network termination). The option also includes
an additional asynchronous serial port via a second RJ45 port.
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6. Telemetry 1 1/0 Interface: Provides 4 opto-isolated digital input ports and 1 opto-isolated
digital output port. It also provides a relay I/0 port, a voltage monitoring port, and internal
temperature monitoring.

7. Telemetry 2 1/0 Interface: Provides 4 isolated analog 1/0 ports and 4 non-isolated digital I/O
ports.

8. Fleet 1/0 Interface: Provides a CAN and J1708 interface, GPS, 4 non-isolated digital /O ports,
ignition sense port, and a 3-axis accelerometer.

9. PSTN: Provides a PSTN interface via an RJ45 connector for dialing out and receiving calls.

10. ISDN-U/PSTN: Provides an ISDN-U interface suitable for the USA plus PSTN interface. It can be
configured for Bell-103 modulation in leased line mode as well as a normal PSTN interface.

11. DialServ: This RJ11/FXS connection converts a PSTN analog modem to a RS-232 serial signal.

For more information on the Telemetry 1 Interface, Telemetry 2 Interface, and the Fleet I/O
Interface, see the product specific user’s guides, available on www.digi.com on the TransPort
WR41 Product Support page.
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TransPort WR41 hardware specifications
Digi TransPort WR41 specifications
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TransPort WR41 accessories

Avariety of accessories are available for TransPort products. For the current list of accessories and
their Digi part numbers, go to the TransPort WR41 Part Numbers and Accessories page.
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TransPort WR41 serial pinout
Note that all TransPort serial ports are DCE.

£\

DB25 connector available

on some daughter cards
13 1

Gr Geo0000000000 o
FEGE0600069

5 14

RS232 port pinouts

13 1
I . . . oL 0000000000000 ) [
Description RS232 signal | Direction :‘”"“”’" : |

= T
DB 25 Pin# RJ45 Pin#

Transmit Data TxD in 2 6

Receive Data RxD out 3 3

Ready To Send RTS in 4 1

Clear To Send CTS out 5 8

Data Set Ready DSR out 6 n/a

Ground GND n/a 7 5

Data Carrier Detect DCD out 8 7

Transmitter Clock TxC out 15 n/a

Receiver Clock RxC out 17 n/a

Data Terminal Ready DTR in 20 2

Ring Indicate RI out 22 n/a

External Transmitter Clock ETC in 24 n/a
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Regulatory and safety statements

RF exposure statement

In order to comply with RF exposure limits established in the ANSI C95.1 standards, the distance
between the antenna or antennas and the user should not be less than 20 cm.

FCC Part 15 Class B

Radio Frequency Interference (RFI) (FCC 15.105)

This device has been tested and found to comply with the limits for Class B digital devices pursuant to
Part 15 Subpart B, of the FCC rules. These limits are designed to provide reasonable protection
against harmful interference in a residential environment. This equipment generates, uses, and can
radiate radio frequency energy, and if not installed and used in accordance with the instruction
manual, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try and correct the interference by one or more of the following
measures:

Reorient or relocate the receiving antenna. Increase the separation between the equipment and
receiver. Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected. Consult the dealer or an experienced radio/TV technician for help.

Labeling Requirements (FCC 15.19)

This device complies with Part 15 of FCC rules. Operation is subject to the following two conditions: (1)
this device may not cause harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation.

If the FCC ID is not visible when installed inside another device, then the outside of the device into
which the module is installed must also display a label referring to the enclosed module FCC ID.

Modifications (FCC 15.21)

Changes or modifications to this equipment not expressly approved by Digi may void the user’s
authority to operate this equipment.

TransPort WR41 EU Declaration of Conformity

Digi has issued Declarations of Conformity for the Digi TransPort WR41 concerning emissions, EMC,
and safety. For more information, see Digi government agency certifications page.

Important note

Digi customers assume full responsibility for learning and meeting the required guidelines for each
country in their distribution market. Refer to the radio regulatory agency in the desired countries of
operation for more information.

CE mark (Europe)

The Digi TransPort WR41 is certified for use in several European countries. For information, visit Digi
government agency certifications page.

If the Digi TransPort WR41 is incorporated into a product, the manufacturer must ensure compliance
of the final product with articles 3.1a and 3.1b of the RE Directive (Radio Equipment Directive). A
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Declaration of Conformity must be issued for each of these standards and kept on file as described in
the RE Directive (Radio Equipment Directive).

Furthermore, the manufacturer must maintain a copy of the Digi TransPort WR41 user manual
documentation and ensure the final product does not exceed the specified power ratings, antenna
specifications, and/or installation requirements as specified in the user manual. If any of these
specifications are exceeded in the final product, a submission must be made to a notified body for
compliance testing to all required standards.

OEM labeling requirements
The “CE” marking must be affixed to a visible location on the OEM product.

CE labeling requirements
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The CE mark shall consist of the initials “CE” taking the following form:

m If the CE marking is reduced or enlarged, the proportions given in the above graduated
drawing must be respected.

m The CE marking must have a height of at least 5 mm except where this is not possible on
account of the nature of the apparatus.

= The CE marking must be affixed visibly, legibly, and indelibly.

Maximum power and frequency bands

Max power Frequencies

2W Cellular 850 and 900 MHz bands

1w Cellular 1800 and 1900 MHz bands

Innovation, Science, and Economic Development Canada (IC) certifications

This digital apparatus does not exceed the Class B limits for radio noise emissions from digital
apparatus set out in the Radio Interference Regulations of the Canadian Department of
Communications.
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Le present appareil numerique n’emet pas de bruits radioelectriques depassant les limites applicables
aux appareils numeriques de la class B prescrites dans le Reglement sur le brouillage radioelectrique
edicte par le ministere des Communications du Canada.

Safety notices

1.

Please read allinstructions before installing and powering the router. You should keep these
instructions in a safe place for future reference.

If the power supply shows signs of damage or malfunction, stop using it immediately, turn off
the power and disconnect the power supply before contacting your supplier for a repair or
replacement.

Changes or modifications not expressly approved by the party responsible for compliance could
void the user’s authority to operate the equipment. Use only the accessories, attachments,
and power supplies provided by the manufacturer-connecting non-approved antennas or
power supplies may damage the router, cause interference or create an electric shock hazard,
and will void the warranty.

Do not attempt to repair the product. The router contains no electronic components that can
be serviced or replaced by the user. Any attempt to service or repair the router by the user will
void the product warranty.

Products in the TransPort WRfamily are designed for indoor use (except for the WR44 R). Use
them in an environment suitable for computers and other electronic equipment.

Ports that are capable of connecting to other apparatus are defined as SELV ports. To ensure
conformity with IEC60950 ensure that these ports are only connected to ports of the same
type on other apparatus.

Special notes on safety for wireless routers

Digi International products are designed to the highest standards of safety and
international standards compliance for the markets in which they are sold. However,
cellular-based products contain radio devices which require specific consideration.
Please take the time to read and understand the following guidance. Digi International
assumes no liability for an end user’s failure to comply with these precautions.

Wireless routers incorporate a wireless radio module. Users should ensure that the

9 antenna(s) is (are) positioned at least 1 meter away from themselves and other persons

in normal operation.

When in a hospital or other health care facility, observe the restrictions on the use of
mobile phones. Do not use the router in areas where guidelines posted in sensitive
areas instruct users to switch off mobile phones. Medical equipment may be sensitive to
RF energy.

The operation of cardiac pacemakers, other implanted medical equipment and hearing
aids can be affected by interference from cellular terminals such as the wireless routers
when places close to the device. If in doubt about potential danger, contact the
physician or the manufacturer of the device to verify that the equipment is properly
shielded. Pacemaker patients are advised to keep the wireless router away from the
pacemaker while it is on.
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Wireless routers must NOT be operated on aircraft. The operation of wireless
appliances in an aircraft is forbidden to prevent interference with communications
systems. Failure to observe these instructions may lead to the suspension or denial of
cellular services to the offender, legal action, or both.

As with any electrical equipment, do not operate the router in the presence of
flammable gases, fumes or potentially explosive atmospheres. Do not use radio devices
anywhere that blasting operations occur.

Wireless routers receive and transmit radio frequency energy when power is on.
Interference can occur when using the router close to TV sets, radios, computers or
inadequately shielded equipment. Follow any special regulations and always power off
your router wherever forbidden or when it may cause interference or danger.

SOS IMPORTANT! Wireless routers operate using radio signals and cellular networks
cannot be guaranteed to connect in all possible conditions. Therefore, never rely solely
upon any wireless device for life critical communications.

WARNING! For environments where the temperature is 55° C or above, this
device must be installed in a restricted access area.

Product Disposal Instructions

)54

The WEEE (Waste Electrical and Electronic Equipment: 2002/96/EC) directive has been
introduced to ensure that electrical/ electronic products are recycled using the best
available recovery techniques to minimize the impact on the environment.

This product contains high quality materials and components which can be recycled. At
the end of its life this product MUST NOT be mixed with other commercial waste for
disposal. Check with the terms and conditions of your supplier for disposal information.
Digi International Ltd WEEE Registration number: WEE/HF1515VU
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TransPort WR44 /| WR44 R hardware features
Front panel

TransPort WR44 models with cellular interface
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TransPort WR44 models without SIM card slots

DIGI TRANSPORT" | WR44

i

o WA -
- - - .

SEmAL (LS AT

1. USB host connector: Connects compatible USB 2.0 client devices such as memory sticks and
serial adapters. The total current available to power USB devices is 0.5 A.

2. POWER LED:
= Off: No power
m Green: TransPort device is powered

3. LAN (0, 1, 2, 3) LED: Illuminates steadily when there is a network connection to the LAN port
and flashes when data is transmitted or received.

4. Wi-Fi LED:
= Wi-Fi models: [lluminates steadily if Wi-Fi activity is present.

5. SERIAL LED: Illuminates steadily if a terminal is connected to the SERIAL port and the DTR
signalis on. Flashes when data is transmitted or received.

6. LINK LED: llluminates steadily when a wireless data connection has been established.
7. SIM LED:

= Cellular models: [lluminates steadily when a valid SIM card is installed.

= Models without cellular interface: Not operational.
8. ACT LED: Flashes to indicate that data is being transferred over the wireless network.
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9. SIGNAL LED:
m Cellular models: Indicate strength of cellular signal.

3 LEDs: Excellent

2 LEDs: Good

1 LED: Fair

0 LEDs: Poor or No signal

m Models without cellular interface: Not operational.
10. SIM / R-UIM Sockets:
= Cellular SIM card models only: llluminates steadily when a valid SIM card is installed.

= Models without cellular interface: Not operational or accessible.

Rear panel

1. Primary cellular (WWAN) antenna connector: An SMA female connector that connects the
router’s primary cellular antenna.

2. Secondary Wi-Fi (WLAN) Antenna connector (Wi-Fi models only): An SMA male connector
that connects the router’s secondary Wi-Fi antenna.

3. Secondary cellular (WWAN) antenna connector (WR44-U and WR44-C models): An SMA
female connector that connects the router’s secondary cellular antenna. It is highly
recommended to use the secondary antenna for diversity. In most circumstances, dual
antennas will provide improved signal strength thus better performance.

4. Primary Wi-Fi (WLAN) antenna connector (Wi-Fi models only): An SMA male connector that
connects the router’s primary Wi-Fi antenna.

5. Power connector: Connects the router to a power source. The power supply has a twist-lock
connector which can be secured by rotating it 90 degrees once installed into the TransPort
router. Center pin is positive.

6. 11-58VDC (Aux): Connects the router to an alternative 11-58VDC power supply (not supplied)
using a fused power cable which can be purchased separately. This cable also contains two
programmable 10 signal lines, one is an input signal, and the other is an input/output signal.

7. SERIAL 0 port: This DB9 port provides an asynchronous RS232 serial port for connecting the
router to a compatible serial device. This is a DCE serial port and allows CLI access to the
device by default; the baud rate is 115200.

8. Hardware expansion port: Various hardware upgrades are available for this router and are
populated via this expansion port. See TransPort WR44 additional hardware features for more
information.
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9. LAN ports: Connect the router to a 10/100 base-T LAN. These ports are auto- sensing for
speed and wiring (straight-through or cross-over).

Underside of unit

TransPort WR44
[Front of Unit]
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[Rear of Unit]

TransPort WR44 R
[Front of Unit]
'M\
1@(
3) »©
& )/
[Rear of Unit]

Mounting holes.
2. SIM slot cover plate mounting hole.

3. Reset button: The reset button is on the underside of the unit. It performs a factory reset. It is
recessed to avoid an accidental reset. See Reset the router to factory defaults.
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Enclosure features

TransPort WR44

DIGI TRANSPORT | WR44

1. Commercial enclosure

2. Mounting feet

TransPort WR44 R

1. Rugged enclosure

2. Mounting tabs
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TransPort WR44 additional hardware features
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Option 10: DialSery

1. ASY serial port (3x): Provides three additional asynchronous RS232 serial ports using RJ45

connectors.

2. SYN/ASYN serial port: Provides an X.21/RS422/RS232 synchronous / asynchronous serial port
using a DB25 connector.

3. GPS antenna connector (GPS models only): Provides GPS capabilities using an SMA male

connector.

4. ISDN: Provides an ISDN Basic Rate Interface (BRI) via an RJ45 port. This can be configured

either as a TE (terminal endpoint) or as NT-1 (network termination). The option also includes
an additional asynchronous serial port via a second RJ45 port.

5. Telemetry 1 1/0 interface: Provides 4 opto-isolated digital input ports and 1 opto-isolated
digital output port. It also provides a relay I/0 port, a voltage monitoring port, and internal

temperature monitoring.

6. Telemetry 2 1/0 interface: Provides 4 isolated analog I/0 ports and 4 non-isolated digital I/O
ports.
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7. Fleet 1/0 interface: Provides CAN and J1708 interface, GPS, 4 non-isolated digital I/O ports,
ignition sense port, and a 3 axis accelerometer.

8. PSTN: Provides a PSTN interface via an RJ45 connector for dialing out and receiving calls.

ISDN-U/PSTN: Provides an ISDN-U interface suitable for the USA plus PSTN interface. It can be
configured for Bell-103 modulation in leased line mode as well as a normal PSTN interface.

10. DialServ: This RJ11/FXS connection converts a PSTN analog modem to a RS-232 serial signal.

For more information on the Telemetry 1, Telemetry 2, and the Fleet I/0 Interfaces please see the
product specific user’s guides, available on www.digi.com on the TransPort WR44 product Resources

page.
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TransPort WR44 hardware specifications

For TransPort WR44 hardware specifications, see Digi TransPort WR44 specifications.
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TransPort WR44 R hardware specifications
For TransPort WR44 R hardware specifications, see Digi TransPort WR44 R specifications.
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TransPort WR44 accessories

Avariety of accessories are available for TransPort products. For the current list of accessories and
their Digi part numbers, go to the TransPort WR44 Part Numbers and Accessories page.
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TransPort WR44 R accessories

Avariety of accessories are available for TransPort products. For the current list of accessories and
their Digi part numbers, go to the TransPort WR44 R Part Numbers and Accessories page.
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TransPort WR44 /| WR44 R RS232 serial pinout

Description RS232 signal | Direction e __ E
DB 25 Pin# DB 9 Pin# RJ45 Pin #
Transmit Data TxD in 2 3 6
Receive Data RxD out 3 2 3
Ready To Send RTS in 4 7 1
Clear To Send CTS out 5 8 8
Data Set Ready DSR out 6 6 n/a
Ground GND n/a 7 5 5
Data Carrier DCD out 8 1 7
Detect
Transmitter TxC out 15 n/a n/a
Clock
Receiver Clock RxC out 17 n/a n/a
Data Terminal DTR in 20 4 2
Ready
Ring Indicate RI out 22 9 n/a
External ETC in 24 n/a n/a
Transmitter
Clock
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Regulatory and safety statements

RF exposure statement

In order to comply with RF exposure limits established in the ANSI C95.1 standards, the distance
between the antenna or antennas and the user should not be less than 20 cm.

FCC Part 15 Class B

Radio Frequency Interference (RFI) (FCC 15.105)

This device has been tested and found to comply with the limits for Class B digital devices pursuant to
Part 15 Subpart B, of the FCC rules. These limits are designed to provide reasonable protection
against harmful interference in a residential environment. This equipment generates, uses, and can
radiate radio frequency energy, and if not installed and used in accordance with the instruction
manual, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try and correct the interference by one or more of the following
measures:

Reorient or relocate the receiving antenna. Increase the separation between the equipment and
receiver. Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected. Consult the dealer or an experienced radio/TV technician for help.

Labeling Requirements (FCC 15.19)

This device complies with Part 15 of FCC rules. Operation is subject to the following two conditions: (1)
this device may not cause harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation.

If the FCC ID is not visible when installed inside another device, then the outside of the device into
which the module is installed must also display a label referring to the enclosed module FCC ID.

Modifications (FCC 15.21)

Changes or modifications to this equipment not expressly approved by Digi may void the user’s
authority to operate this equipment.

TransPort WR44 Declaration of Conformity

Digi has issued Declarations of Conformity for the Digi TransPort WR44 concerning emissions, EMC,
and safety. For more information, see Digi government agency certifications page.

Important note

Digi customers assume full responsibility for learning and meeting the required guidelines for each
country in their distribution market. Refer to the radio regulatory agency in the desired countries of
operation for more information.

CE mark (Europe)

The Digi TransPort WR44 is certified for use in several European countries. For information, visit Digi
government agency certifications page.

If the Digi TransPort WR44 is incorporated into a product, the manufacturer must ensure compliance
of the final product with articles 3.1a and 3.1b of the RE Directive (Radio Equipment Directive). A
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Declaration of Conformity must be issued for each of these standards and kept on file as described in
the RE Directive (Radio Equipment Directive).

Furthermore, the manufacturer must maintain a copy of the Digi TransPort WR44 user manual
documentation and ensure the final product does not exceed the specified power ratings, antenna
specifications, and/or installation requirements as specified in the user manual. If any of these
specifications are exceeded in the final product, a submission must be made to a notified body for
compliance testing to all required standards.

OEM labeling requirements
The “CE” marking must be affixed to a visible location on the OEM product.

CE labeling requirements
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The CE mark shall consist of the initials “CE” taking the following form:

m |f the CE marking is reduced or enlarged, the proportions given in the above graduated
drawing must be respected.

m The CE marking must have a height of at least 5 mm except where this is not possible on
account of the nature of the apparatus.

= The CE marking must be affixed visibly, legibly, and indelibly.

Maximum power and frequency bands

Max power Frequencies

2W Cellular 850 and 900 MHz bands
1w Cellular 1800 and 1900 MHz bands
200 mW 13 overlapping channels, each 22 or 40 MHz wide and spaced at 5

MHz. Centered at 2.412 to 2.472 MHz.

251.19 mW 165 overlapping channels, each 22 or 40 or 80 MHz wide and spaced
at 5 MHz. Centered at 5180 to 5825 MHz.
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Innovation, Science, and Economic Development Canada (IC) certifications

This digital apparatus does not exceed the Class B limits for radio noise emissions from digital
apparatus set out in the Radio Interference Regulations of the Canadian Department of
Communications.

Le present appareil numerique n’emet pas de bruits radioelectriques depassant les limites applicables
aux appareils numeriques de la class B prescrites dans le Reglement sur le brouillage radioelectrique
edicte par le ministere des Communications du Canada.

Safety notices

1.

Please read allinstructions before installing and powering the router. You should keep these
instructions in a safe place for future reference.

If the power supply shows signs of damage or malfunction, stop using it immediately, turn off
the power and disconnect the power supply before contacting your supplier for a repair or
replacement.

Changes or modifications not expressly approved by the party responsible for compliance could
void the user’s authority to operate the equipment. Use only the accessories, attachments,
and power supplies provided by the manufacturer-connecting non-approved antennas or
power supplies may damage the router, cause interference or create an electric shock hazard,
and will void the warranty.

Do not attempt to repair the product. The router contains no electronic components that can
be serviced or replaced by the user. Any attempt to service or repair the router by the user will
void the product warranty.

TransPort WR44 devices except for the WR44 R are designed for indoor use. Use them in an
environment suitable for computers and other electronic equipment.

Ports that are capable of connecting to other apparatus are defined as SELV ports. To ensure
conformity with IEC60950 ensure that these ports are only connected to ports of the same
type on other apparatus.

Special notes on safety for wireless routers

Digi International products are designed to the highest standards of safety and
international standards compliance for the markets in which they are sold. However,
cellular-based products contain radio devices which require specific consideration.
Please take the time to read and understand the following guidance. Digi International
assumes no liability for an end user’s failure to comply with these precautions.
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Wireless routers incorporate a wireless radio module. Users should ensure that the
antenna(s) is (are) positioned at least 1 meter away from themselves and other persons
in normal operation.

When in a hospital or other health care facility, observe the restrictions on the use of
mobile phones. Do not use the router in areas where guidelines posted in sensitive
areas instruct users to switch off mobile phones. Medical equipment may be sensitive to
RF energy.

The operation of cardiac pacemakers, other implanted medical equipment and hearing
aids can be affected by interference from cellular terminals such as the wireless routers
when places close to the device. If in doubt about potential danger, contact the
physician or the manufacturer of the device to verify that the equipment is properly
shielded. Pacemaker patients are advised to keep the wireless router away from the
pacemaker while it is on.

Wireless routers must NOT be operated on aircraft. The operation of wireless
appliances in an aircraft is forbidden to prevent interference with communications
systems. Failure to observe these instructions may lead to the suspension or denial of
cellular services to the offender, legal action, or both.

As with any electrical equipment, do not operate the router in the presence of
flammable gases, fumes or potentially explosive atmospheres. Do not use radio devices
anywhere that blasting operations occur.

Wireless routers receive and transmit radio frequency energy when power is on.
Interference can occur when using the router close to TV sets, radios, computers or
inadequately shielded equipment. Follow any special regulations and always power off
your router wherever forbidden or when it may cause interference or danger.

SOS IMPORTANT! Wireless routers operate using radio signals and cellular networks
cannot be guaranteed to connect in all possible conditions. Therefore, never rely solely
upon any wireless device for life critical communications.

WARNING! For environments where the temperature is 55° C or above, this
device must be installed in a restricted access area.

Product Disposal Instructions

)54

The WEEE (Waste Electrical and Electronic Equipment: 2002/96/EC) directive has been
introduced to ensure that electrical/ electronic products are recycled using the best
available recovery techniques to minimize the impact on the environment.

This product contains high quality materials and components which can be recycled. At
the end of its life this product MUST NOT be mixed with other commercial waste for
disposal. Check with the terms and conditions of your supplier for disposal information.
Digi International Ltd WEEE Registration number: WEE/HF1515VU
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TransPort WR44 RR hardware features

Front panel
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1. POWER LED:
= Off: No power
m  Green: TransPort device is powered

2. LAN (0, 1, 2, 3) LED: Illuminates steadily when there is a network connection to the LAN port
and flashes when data is transmitted or received.

3. Wi-Fi LED:
= Wi-Fi models only: Illuminates steady if Wi-Fi activity is present.

4. SERIAL LED: llluminates steadily if a terminalis connected to the SERIAL port and the DTR
signalis on.

LINK LED: Illuminates steadily when a wireless WAN data connection has been established.
SIM LED: Illuminates steadily when a valid SIM card is installed.
ACT LED: Flashes to indicate that data is being transferred over the wireless WAN network.
SIGNAL LEDs: Indicate strength of cellular signal.

m 3 LEDs: Excellent

= 2 LEDs: Good

m 1 LED:Fair

m 0 LEDs: Poor or No signal

9. SIM / R-UIM sockets (SIM card models only): SIM 1 and SIM 2 are for use with the SIMs or R-
UIMs (Removable User Identification Modules).

o N o v

Rear panel
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1. Primary cellular (WWAN) antenna connector: A TNC female connector that connects the
router’s primary cellular antenna.

2. Primary Wi-Fi (WLAN) antenna connector (Wi-Fi models only): A TNC male connector that
connects the router’s secondary Wi-Fi antenna.

3. GPS antenna connector (GPS models only): A TNC male connector that connects the
router’s GPS antenna.

4. Secondary cellular (WWAN) antenna connector: A TNC female connector that connects the
router’s secondary cellular antenna. It is highly recommended to use the secondary antenna
for diversity. In most circumstances, dual antennas will provide improved signal strength thus
better performance.

5. Secondary Wi-Fi (WLAN) antenna connector (Wi-Fi models only): A TNC male connector
that connects the router’s secondary Wi-Fi antenna.

6. 9-36VDC socket: An M12 socket that connects the router to an alternative 9-36VDC power
supply (not supplied) using the supplied fused power cable. This cable also contains two
programmable GPIO signal lines.

7. Serial port: This M12 port provides an asynchronous RS232 serial port for connecting the
router to a compatible serial device. This is a DCE serial port and allows CLI access to the
device by default; the baud rate is 115200.

8. LAN ports: These M12 ports connect the router to a 10/100 base-T LAN. These ports are auto-
sensing for speed and wiring (straight-through or cross-over).

Enclosure features

(1)

1. Rugged Enclosure
2. Mounting Tabs
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TransPort WR44 RR hardware specifications

For TransPort WR44 hardware specifications, see Digi TransPort WR44 RR specifications
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TransPort WR44 RR accessories

Avariety of accessories are available for TransPort products. For the current list of accessories and
their Digi part numbers, go to the TransPort WR44 RR Part Numbers and Accessories page.
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TransPort WR44 RR Ethernet cable connectors and pinouts

Pin locations

4-pin connector pin locations

SN — PIN |

PIN 3 —FPIN 4

8-pin connector pin locations

N — \piy 5

Power connector

The power connector is an M12-4 pin, A Coded connector. Pinout is as follows:

Pin Signal
1 Power +ve
2 GPIO 0
3 Power -ve
3 GPIO 1
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Serial connector
The serial connector is an M12-5 pin, A Coded connector. Pinout is as follows:

Pin DB-9 (DCE)

1 2 (RXD)

2 3 (TXD)

3 8 (CTS)

4 7 (RTS)

5 5 (GTM)
Ethernet connectors

Ethernet connector M12-4 pin, D coded

[T e s

Twisted pair
3 2 TX-
2 3 RX+ Twisted pair
4 6 RX-

Ethernet connector M12-4 pin, D coded

m = e s ]

Twisted pair
3 RX+

TX+ Twisted pair

co 0 o »
[

2 TX-

=

N/C
N/C
N/C

~N W N

N/C

Digi TransPort® Routers User Guide 96



Hardware features TransPort WR44 RR hardware features

Regulatory and safety statements

RF exposure statement

In order to comply with RF exposure limits established in the ANSI C95.1 standards, the distance
between the antenna or antennas and the user should not be less than 20 cm.

FCC Part 15 Class B

Radio Frequency Interference (RFI) (FCC 15.105)

This device has been tested and found to comply with the limits for Class B digital devices pursuant to
Part 15 Subpart B, of the FCC rules. These limits are designed to provide reasonable protection
against harmful interference in a residential environment. This equipment generates, uses, and can
radiate radio frequency energy, and if not installed and used in accordance with the instruction
manual, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try and correct the interference by one or more of the following
measures:

Reorient or relocate the receiving antenna. Increase the separation between the equipment and
receiver. Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected. Consult the dealer or an experienced radio/TV technician for help.

Labeling Requirements (FCC 15.19)

This device complies with Part 15 of FCC rules. Operation is subject to the following two conditions: (1)
this device may not cause harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation.

If the FCC ID is not visible when installed inside another device, then the outside of the device into
which the module is installed must also display a label referring to the enclosed module FCC ID.

Modifications (FCC 15.21)

Changes or modifications to this equipment not expressly approved by Digi may void the user’s
authority to operate this equipment.

TransPort WR44 RR Declaration of Conformity

Digi has issued Declarations of Conformity for the Digi TransPort WR44 RR concerning emissions, EMC,
and safety. For more information, see Digi's government agency certifications page.

Important note

Digi customers assume full responsibility for learning and meeting the required guidelines for each
country in their distribution market. Refer to the radio regulatory agency in the desired countries of
operation for more information.

CE mark (Europe)
The Digi TransPort WR44 RR is certified for use in several European countries. For information, visit
Digi's government agency certifications page.

If the Digi TransPort WR44 RR is incorporated into a product, the manufacturer must ensure
compliance of the final product with articles 3.1a and 3.1b of the RE Directive (Radio Equipment
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Directive). A Declaration of Conformity must be issued for each of these standards and kept on file as
described in the RE Directive (Radio Equipment Directive).

Furthermore, the manufacturer must maintain a copy of the Digi TransPort WR44 RR user manual
documentation and ensure the final product does not exceed the specified power ratings, antenna
specifications, and/or installation requirements as specified in the user manual. If any of these
specifications are exceeded in the final product, a submission must be made to a notified body for
compliance testing to all required standards.

OEM labeling requirements
The “CE” marking must be affixed to a visible location on the OEM product.

CE labeling requirements
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The CE mark shall consist of the initials “CE” taking the following form:

m |f the CE marking is reduced or enlarged, the proportions given in the above graduated
drawing must be respected.

m The CE marking must have a height of at least 5 mm except where this is not possible on
account of the nature of the apparatus.

m The CE marking must be affixed visibly, legibly, and indelibly.

Maximum power and frequency bands

Max power Frequencies

2W Cellular 850 and 900 MHz bands
1w Cellular 1800 and 1900 MHz bands
200 mw 13 overlapping channels each 22 or 40 MHz wide and spaced at 5

MHz. Centered at 2.412 t0 2.472 MHz

251.19 mW 165 overlapping channels, each 22 or 40 or 80 MHz wide and spaced
at 5 MHz. Centered at 5180 to 5825 MHz.
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Innovation, Science, and Economic Development Canada (IC) certifications

This digital apparatus does not exceed the Class B limits for radio noise emissions from digital
apparatus set out in the Radio Interference Regulations of the Canadian Department of
Communications.

Le present appareil numerique n’emet pas de bruits radioelectriques depassant les limites applicables
aux appareils numeriques de la class B prescrites dans le Reglement sur le brouillage radioelectrique
edicte par le ministere des Communications du Canada.

Safety notices

1.

Please read allinstructions before installing and powering the router. You should keep these
instructions in a safe place for future reference.

If the power supply shows signs of damage or malfunction, stop using it immediately, turn off
the power and disconnect the power supply before contacting your supplier for a repair or
replacement.

Changes or modifications not expressly approved by the party responsible for compliance could
void the user’s authority to operate the equipment. Use only the accessories, attachments,
and power supplies provided by the manufacturer-connecting non-approved antennas or
power supplies may damage the router, cause interference or create an electric shock hazard,
and will void the warranty.

Do not attempt to repair the product. The router contains no electronic components that can
be serviced or replaced by the user. Any attempt to service or repair the router by the user will
void the product warranty.

The TransPort WR44 RR is designed for indoor use. Use it in an environment suitable for
computers and other electronic equipment.

Ports that are capable of connecting to other apparatus are defined as SELV ports. To ensure
conformity with IEC60950 ensure that these ports are only connected to ports of the same
type on other apparatus.

Special notes on safety for wireless routers

Digi International products are designed to the highest standards of safety and
international standards compliance for the markets in which they are sold. However,
cellular-based products contain radio devices which require specific consideration.
Please take the time to read and understand the following guidance. Digi International
assumes no liability for an end user’s failure to comply with these precautions.
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Wireless routers incorporate a wireless radio module. Users should ensure that the
antenna(s) is (are) positioned at least 1 meter away from themselves and other persons
in normal operation.

When in a hospital or other health care facility, observe the restrictions on the use of
mobile phones. Do not use the router in areas where guidelines posted in sensitive
areas instruct users to switch off mobile phones. Medical equipment may be sensitive to
RF energy.

The operation of cardiac pacemakers, other implanted medical equipment and hearing
aids can be affected by interference from cellular terminals such as the wireless routers
when places close to the device. If in doubt about potential danger, contact the
physician or the manufacturer of the device to verify that the equipment is properly
shielded. Pacemaker patients are advised to keep the wireless router away from the
pacemaker while it is on.

Wireless routers must NOT be operated on aircraft. The operation of wireless
appliances in an aircraft is forbidden to prevent interference with communications
systems. Failure to observe these instructions may lead to the suspension or denial of
cellular services to the offender, legal action, or both.

As with any electrical equipment, do not operate the router in the presence of
flammable gases, fumes or potentially explosive atmospheres. Do not use radio devices
anywhere that blasting operations occur.

Wireless routers receive and transmit radio frequency energy when power is on.
Interference can occur when using the router close to TV sets, radios, computers or
inadequately shielded equipment. Follow any special regulations and always power off
your router wherever forbidden or when it may cause interference or danger.

SOS IMPORTANT! Wireless routers operate using radio signals and cellular networks
cannot be guaranteed to connect in all possible conditions. Therefore, never rely solely
upon any wireless device for life critical communications.

WARNING! For environments where the temperature is 55° C or above, this
device must be installed in a restricted access area.

Product Disposal Instructions

)54

The WEEE (Waste Electrical and Electronic Equipment: 2002/96/EC) directive has been
introduced to ensure that electrical/ electronic products are recycled using the best
available recovery techniques to minimize the impact on the environment.

This product contains high quality materials and components which can be recycled. At
the end of its life this product MUST NOT be mixed with other commercial waste for
disposal. Check with the terms and conditions of your supplier for disposal information.
Digi International Ltd WEEE Registration number: WEE/HF1515VU
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Purchase additional serial cables

For TransPort models that include serial ports with RJ45 connectors, Digi offers the following serial
cables for connectivity:

76000855 RJ45 to DB9 Female 6’
76000856 RJ45 to DB25 Male 6’
76000857 RJ45 to DB25 Female 6’
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Signal strength indicators

On routers equipped with W-WAN modules, there are three LEDs on the front panel that indicate signal
strength.
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Antenna specifications for Wi-Fi 2.4 GHz modules

The Wi-Fi 2.4 GHz modules for this product obtained its complete certification by using the antenna
described here. End users in North America should use an antenna that matches these specifications
to maintain the module’s certification. You can use antennas of the same type but operating with a

lower gain.

Frequency Range 2.4t02.5GHz

Impedance 50 Ohm

VSWR 1.92 max

Return Loss -10 dB max

Gain 1.8 dBi

Polarization Linear

Radiation Pattern Near omnidirectional in the horizontal plane
Admitted Power 1w

Electrical 1/2 A Dipole
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The first time you power on a TransPort device, the Getting Started Wizard steps you through the
process of initial configuration. After the wizard completes, the next time you access the device, a
login prompt appears. See Log in to the device for login instructions.

After you log in, the TransPort Dashboard appears. The Dashboard provides a snapshot of current
activity for the device.

In this help system, task topics show how to perform tasks:

Web

Shows how to perform a task using the web interface.

Command line

Shows how to perform a task using the command line interface.

Log intothe deViCe ... ... oo e
Log out and returntothe login page ... .. .c..ooiiii it
Execute a command from the webinterface ... . ... . ...
Signal strength indicators on the Mobile status page
Use the web interface wizards
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Log in to the device

By default, Digi Transport routers have a static IP address of 192.168.1.1 with DHCP server enabled.
To access the router using a web browser:

1. If the Digi TransPort router is not already connected to a LAN, connect an Ethernet cable
between the LAN port on the Digi Transport and your PC.

All TransPort WR models are auto-sensing for 10/100 operation. Most models are also
auto MDI/MDX, such as will automatically work with either a straight-through or cross-over
cable.

2. Open a web browser. Enter the router’s Ethernet IP address (192.168.1.1) into your web
browser after configuring your PC to have an address on the same subnet. A login page
appears.

3. Enter the default username, username, and the default password password and click the Log
In button and enter the default password, password and click Log In button. The password
appears as a series of dots for security purposes.

Digi recommends changing the default username and password for all users. See
Configure user security settings.

TRANSPORT WR44V2 (SN: 308301) CONFIGURATION AND MANAGEMENT

[ Login ]

Usernamae: joeuser

Password. sessssed

LOG IN

After entering the username and password, the Home page is displayed. This page is
the main operations page for the router. The main menu is on the left side of the Home
page. Clicking menu items displays the settings or operations for that item.
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Log out and return to the login page

Web

To log out the current user and return to the web interface login page, select Logout.
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Execute a command from the web interface

Web
1. Toenter TransPort CLI commands from the web interface, go to Administration > Execute a
Command.

A majority of the commands mentioned in this User Guide can be entered using this feature.
2. Enter the command name and click Execute.
The command output displays, for example:

Administration - Execute a command

Command: (uptime

Execute

Command: uptime
Command result

Uptime 3 Hrs 34 Mins 45 Seconds
oK
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Signal strength indicators on the Mobile status page

On routers equipped with W-WAN modules, there are three LEDs on the front panel that indicate the
strength of the signal, as shown in the following table.

Web
To display signal strength, go to Management > Network Status > Mobile:

Management - Network Status > Interfaces > Mobile

» Interfaces
p Ethernet
» Wi-Fi
w Mobile

The following information and statistics can be used to manage and monitor your mobile connection.
This information may also be helpful in troubleshooting problems with the mobile network.

Mobile Connection

Registration Status: 1 (registered) tac:BE43 ci:02E90520
Signal Strength: Fair {-106 dBm)
Signal Quality: Excellent (-7 dB)
Connection type: NDIS

The signal strength is shown in negative dB. Therefore, the stronger the signal, the smaller the
number. As a guide, -51 dBm is a very strong signal, normally only obtained very close to a cell site.
-115 dBm represents no signal. If your router reports -115dBm, reorient the antenna or add an
external antenna.

The following values are specific to LTE. At 2G/3G technology, any strength lower than -100 dBm
becomes unusable.

LEDs lit Signal Strength

None No Signal: under -113 dBm

1 Weak signal: -112 dBm to -87 dBm

2 Good signal: -86 dBm to -71 dBm

3 Excellent signal: -70 dBm to -51 dBm
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Use the web interface wizards

Web

The Wizards page contains wizards that simplify common configuration tasks. These wizards set the
minimum number of parameters to complete the required configuration task. Because these wizards

configure a generic group of settings, using them to configure features may not be suitable for specific
configuration scenarios.

Wizards

Select the wizard you wish to run

) Quick Start Wizard

O serial interface wizard

) Create an aggressive mode LAN to LAN IPsec tunnel
) Surelink wizard

) GOBI module carrier wizard

) Dual SIM wizard
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Use the Quick Start wizard

From the Wizards page, select Quick Start wizard to display and configure the options required for
basic configuration of the Eth 0, WLAN, and WWAN interfaces. From this wizard page, you can
configure Ethernet LAN interface.

Select Obtain an IP address automatically if your network supports this capability. Otherwise,
assign the IP settings appropriate for your network.

) Obtain an IP address automatically

® Use the followi ng IP address:

IP Address: [10.9.111.87 |

Subnet mask: |255.255.0.0 |

Default gateway: [10.9.1.1 |

Obtain a DNS server address automatically

® Use the followi ng DNS server addresses:
Preferred DNS Server: |1IZI.10.8.62 |

Alternate DNS Server: |1IZI.10.8.64 |

Next Cancel

Digi TransPort® Routers User Guide 111



Using the web interface Use the web interface wizards

Use the Serial Interface wizard

Web

Use the Serial interface wizard to select a serial port and profile for your application.

Serial interface wizard

This wizard allows you to select a serial port and profile for your application.

Serial Port Configuration

Port Description Profile Serial Configuration
Port O None 115200 8N1

Port 1 None 115200 8N1

Port 2 modemcc(info) 0 115200 8N1

Port 3 None 115200 8N1

Port 4 modemcc 0 115200 8N1

Port 5 None 115200 8N1

Port 6 None Auto 8M1

Port 7 None Auto BMN1

Port 8 None Auto BM1

Edit Port profile for

Next | Cancel |
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Use the Create an aggressive mode LAN to LAN IPsec tunnel wizard

Use the Create an aggressive mode LAN to LAN IPsec tunnel wizard to configure an aggressive
mode LAN to LAN IPsec tunnel to a remote host. The tunnel is configured as an initiator, which means
the IPsec tunnelis responsible for starting the VPN connection.

Create an aggressive mode LAN to LAN IPsec tunnel

Provide a descriptive name for the tunnel.

Tunnel description: |

Enter the WAN IP address of the other VPN router or concentrator.

Destination address: |
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Use the SureLink wizard

Use the SureLink wizard to configure the Digi TransPort router to stay connected to the W-WAN
(Wireless Wide Area Network) under adverse conditions. The Digi TransPort router has several
features designed to recover from network issues and other problems.

Automatic power cycling of the internal Wireless WAN radio occurs if the PPP link to the network
cannot be established. If a problem occurs when the PPP link is already established, some mechanism
must be employed to detect the dead link and deactivate it. There are two types of dead link
detection techniques: passive and active. Before selecting your preferred technique, read the
following explanation carefully, because it is important that you make the correct selection for your
circumstances.

SureLink wizard

Please choose your preferred technigue then click next.
® passive

L) Active

Back | Next Cancel

Passive link detection techniques

Passive techniques work by monitoring data that is regularly sent over the W-WAN. Because it is
necessary for data to be sent over the W-WAN for a problem to be detected, these techniques are only
suitable when the equipment on the router's Local Area Network (LAN) regularly sends data over the
W-WAN. The main advantage of passive techniques are:

= No additional data charges (if your mobile operator charges you for data).

m Ina hub and spoke deployment, no additional load will be placed on equipment at the hub.
The main disadvantages are:

m |f the equipment on the LAN does not regularly send data over the W-WAN and a problem with
the connection occurs, it is not possible to connect to the router or the router's LAN remotely
until the equipment on the LAN sends data.

m Because the Digi TransPort router requires a certain amount of time to detect and recover
from a network problem, if a problem does occur, the equipment on the LAN is subject to
delays when it first attempts to send data.

Active link detection techniques
Active techniques work by sending test data to the link. For example, a ping, UDP packet or IPsec
keep-alive (Dead Peer Detection) packet may be sent. The main advantage of active techniques are:
m Problems are detected promptly, and the availability of remote access to the router or its LAN
is maximized.
m Problems can be repaired before equipment on the router's LAN needs to use the W-WAN,
resulting in no delays when sending data.

The main disadvantages are:
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= Some mobile operators charge for the data sent to test the link.

m In a hub-and-spoke deployment, additional load will be placed on equipment at the hub end by
the test data.
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Use the GOBI Module Carrier wizard

For routers with a GOBI module installed, use the GOBI Module Carrier wizard to configure the
router for a specified WWAN carrier. Use this wizard to select the GOBI module firmware for your
WWAN connection. Changes to the router configuration will be made based on the firmware selection.
By default, the router is configured to load firmware ID 0 (Generic UMTS).

Please choose the carrier applicable to this unit
O Generic UMTS

O verizon CDMA

O Sprint CDMA

O IUSACELL CDMA

) AT&T/Cingular UMTS
O T-Mobile USA UMTS
) Docomo UMTS

O orange UMTS

O vodafone UMTS

O Telefonica UMTS

© Telcom Italia UMTS
' OMH CDMA/RUIM

Cancel

) China Telecom
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Use the Dual SIM wizard

Web

Use the Dual SIM wizard to configure your router for dual SIM failover. It will determine the most
appropriate configuration for your circumstances by explaining the options and then asking questions.
Use this wizard to configure the router to detect a link failure and automatically switch to the second
installed SIM. This wizard only helps to configure the most common methods of link error detection.

This wizard is run from a factory default configuration or close to a factory default configuration. If
changes have been made to the W-WAN configuration other than username, password and APN,
running this wizard could cause unanticipated behavior.

SIM weighting
There are two common dual SIM configurations:
= Equal weighting: Use this option when no SIM has preference over the other. In the event of a
problem, the router will fail over from one SIM to the other. Once it has failed over, it will

remain on the alternate SIM until another problem is detected, when it will fail back to the
original SIM. This method keeps down time to a minimum.

= SIM 1 has priority over SIM 2 or SIM 2 has priority over SIM 1: Use this option when one SIM
has a higher priority than the other. After boot-up, the router uses the primary SIM if possible,
and in the event that a problem occurs, the router will fail over to the secondary SIM. The
router uses the secondary SIM for a configurable time, or until a problem is detected. When the
configured time has elapsed or a problem is detected, the router will attempt to fail back to
the primary SIM.

These options are useful if one SIM is preferred over another, for example, if the data charges
are cheaper on the primary SIM. Note that the internal radio module must be power cycled
during SIM switchover. Therefore, reverting to the primary SIM after the router uses the
secondary SIM for the configured length of time will result in an outage. If the router still
cannot use the primary SIM, there will be a further delay while the router reverts back to the

secondary SIM.

Please make the appropriate selection:

® Equal weighting
SIM 1 has priority over SIM 2
SIM 2 has priority over SIM 1
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About the Digi TransPort command line interface

Using a Web browser to modify values in the configuration pages is the simplest way to configure the
router. This process is described in the next chapter. However, if you do not have access to a Web
browser, the router can be configured using text commands. You can enter these commands directly
through one of the serial ports or via a Telnet session. Remote configuration is also possible using

Telnet or X.25.

Low level permission users are designed to work in the web interface only. Command line use is
not supported for these users.
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Supported command types
There are several types of text commands:
= Application commands, also known as text commands: Application commands are specific
to Digi International products and control most features of the router when the Web interface

is not being used. For more information about application commands, see Application
commands.

= AT commands and S registers: Digi TransPort supports AT commands and Special registers (S
registers) to maintain compatibility with modems, when using the router as a modem
replacement. For more information about the AT commands, see AT commands.

= X.3 commands: These are standard X.3 commands for X.25 PAD mode only. See Configure X.25
parameters.

= TPAD commands: These are for TPAD mode only. See Configure TPAD parameters.
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Required software for using the command line

Using the command line requires the following:

m A PC connected to the Digi TransPort router.

m Terminal emulation/communications software, such as HyperTerminal ™ (supplied with
Windows) or TeraTerm™.
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Connect to the TransPort router from a PC

If you configured the router by using the Getting Started Wizard at setup time, following instructions
in the Quick Start Guide for your product, your router is already configured.

Command line

1. Verify that the router is connected to a PC.

2. Verify that terminal emulation software, such as TeraTerm or HyperTerminal, is installed on
the PC.

3. Configure your terminal emulation software:

COM Port: select the appropriate port, typically COM1
Baud Rate: 115200

Data Bits: 8

Stop Bits: 1

Parity: No

Parity: No Parity

Flow Control: None

4. Verify that the connection is active by typing at (in upper or lower case) and pressing ENTER. If
the device is functioning properly, it will return the response OK. To learn more about the AT
commands, see AT commands.

5. Verify that the COM port is configured correctly by typing ati5 and pressing ENTER.
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Log in to the command line interface

Command line
When the login prompt displays on the command line, enter the default user name and password:

m Username: username

m Password: password

For security purposes, Digi recommends changing the default username and password for all
users. See Configure user security settings.
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Exit the command line interface

Command line
To exit the command line interface, type exit and press ENTER.
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Commands and the active port

In most cases, when entering AT or text commands, the command only affects the settings for the
active port. This is usually the port to which you are physically connected, but you may, if necessary,
set the active port to another port of your choice using the AT\PORT=N command, where N is a port

number from 0-3.
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When commands take effect

All entered commands take effect immediately.
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View current configuration changes

Command line
To view the current configuration settings, type the following command:

config ¢ show
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Save changes

Command line
To save changes made to the router, type the following command:

config O save
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Configure network settings

To configure the router with an IP address as part of an existing network, use the following
commands.

Command line
The DHCP server will still operate unless it is disabled.

1. Set the IP address of Eth 0:
eth 0 ipaddr XXX.XXX.XXX.XXX
2. Set the subnet mask for Eth 0:

eth 0 mask XXX.XXX.XXX. XXX
For example, to assign the IP address 192.168.10.254/24, enter:

eth O ipaddr 192.168. 10.254
eth 0 mask 255.255.255.0

When the subnet mask is set to 255.255.255.0, this value does not display in the output
of the config ¢ show command because 255.255.255.0 is a default value.

3. Todisable the DHCP server, use the ipmin ! option with the dhep command. This command
removes the minimum IP address for DHCP, which in turn disables the DHCP server. The
exclamation point (!) character removes a value or sets it back to its default.

dhcp O ipmn !

4. To configure the DHCP server for a different subnet, use the ipmin option with the dhcp
command by setting the minimum IP address to the start of the DHCP pool on the new subnet:

dhcp O i pmn XXX. XXX. XXX. XXX
5. Set the number of IP addresses in the DHCP pool:
dhcp O i prange <val ue>

where <val ue>is a number between 1-255, representing the number of addresses that the
DHCP server should serve within the DHCP pool.

6. Setthe IP gateway address that the DHCP clients should use. Normally, this address is the
router’s LAN IP address.

dhcp 0 gateway XXX.XXX.XXX.XXX
7. Set the subnet mask DHCP clients should use:

dhcp 0 mask XXX. XXX. XXX. XXX
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8. Set the DNS server DHCP clients should use:

dhcp 0 dns
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Establish a remote connection

Once you have configured the router, there are several ways to establish a link to a remote system:

m Use the ATD command to make an outgoing V.120 call. See atd: Dial a call.

m [Initiate a DUN session to establish a dial-up PPP connection.

m  Make an outgoing X.25 call using the ATD command followed by the X.28 CALL command.

m Make an outgoing TPAD (Transaction PAD) call using the TPAD a (address) command followed
by the appropriate NUA. This is normally only carried out under software control.

Similarly, incoming calls are handled according to the protocols bound to the ASY ports, and whether
answering is enabled for each protocol.
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Application commands

The Digi TransPort router also supports numerous text-based application commands that are specific
to Digi International products, and do not require the AT prefix. Some of these are generic, such as
they are related to the general operation of the router; others are application- or protocol-specific.

Application commands are case-insensitive

Digi application commands (referred to as text commands or CLI commands throughout the
remainder of this guide), can be entered in upper or lower case.

One command per line

Unlike AT commands, only one command may be entered on a line. After each successful command,
the OK result code will be issued. An invalid command will cause the ERRORresult code to be issued.

Application command syntax

The general syntax for an application commands is:

<entity> <instance> <param name> <val ue>

where:

<entity>is the name of the router feature being configured.

<i nst ance> is the instance number for the entity that you are configuring.
<par am nane> is the name of the parameter that you wish to configure.
<val ue> is the new value for the specified parameter.

For example, to set the window size to 5 for X.25 PAD instance 1, type:

pad 1 wi ndow 5

If there is only once instance of particular entity, type 0 for the instance number.

Use wildcards in commands

Command line

When viewing and not setting parameters, you can use wildcards in the field <param_name>. For
example, to view all PPP 1 parameters that start with r, enter:

ppp 1 r* ?

The output is:

ppp 1 r* ?
r_nru: 1500
r _acfc: OFF
r _pfc: OFF
r_pap: ON

r_chap: ON

r_accm Oxffffffff
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r_comp: OFF

r _addr: OFF
r_callb: O
rxtimeout: 23
rdoosdly: 0O
restdel: 2000
rebootfails: 0
rip: O

ripip:
ripauth: 1
ripis: OFF

r nmd5: 1
r_msl: 1

r_ ms2: 1
rbcast: OFF
XK

Use special usernames in commands

You can use several special usernames for local and remote authentication:

semame ——oerpion

%S Uses the serial number of the router as the username.
%i Uses the IMEI of the cellular module as the username.
%cC Uses the ICCID of the SIM as the username.

If a % symbol is part of the username, you must enter another % symbol as an escape character. For
example, enter user%]1 as user%%]1.
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Using the command-line parameter tables in this guide

Command line

Many sections in this guide include tables showing the command-line interface parameters that relate
to the web-based settings. With a few exceptions, these parameters nearly always take the following
format:

<entity> <instance> <param nanme> <val ue>
Where:

<entity>
The name of the router feature being configured.
eth, ppp, modemcc, wifi, ike, eroute, etc.

<instance>

The instance of the feature, such as 0,1, 2, 3, etc... Some entities only use 0. Others have multiple
instances.

<parameter>
The parameter name, such as, ipaddr, mask, gateway, etc.

<value>
The value to set, such as, off, on, 192.168.1.1, username, free_text, etc.
For example, the following table is displayed for Ethernet parameters:

Command | Instance | Parameter Values Equivalent web parameters
eth n descr Free text field Description
eth n ipaddr Valid IP address | IP Address
eth n mask Valid Subnet Mask
Mask
eth n gateway IP address Gateway
eth n dnsserver IP address DNS Server
eth n secdns IP address Secondary DNS Server
eth n dhcpcli Off / On On=Get an IP address automatically
using DHCP

Off=Use the following IP address

To use this table, read the row from left to right and replace values as appropriate. The first four
columns only are needed for entering commands; the rightmost column shows the equivalent setting
in the web interface.

If the Instance is n in the table, it is because there are multiple instances available. Use the instance
number you need for your requirements. If the Instance is set to a specific number, such as 0, use the
number specified in the table.

For example, to set a Description of Local LAN on Ethernet 0, enter:
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eth 0 descr “Local LAN

Because of the space between Local and LAN, the wording is enclosed in double quotes.
To set an IP address on 192.168.1.1 on Ethernet 0:

eth O ipaddr 192.168.1.1

Toset an IP address of 172.16.0.1 on Ethernet 1:
eth 1 ipaddr 172.16.0.1

To enable the DHCP client on Ethernet 2:

eth 2 dhcpcli on
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Activate and deactivate interfaces

To manually activate (or raise) an interface, type the following command as an activation request:
<entity> <instance> act_rq

To manually deactivate (or lower) an interface, type the following command as an activation request:
<entity> <instance> deact_rq

Where <entity> can be:

m PPP for PPP interfaces
m TUN for GRE TUN interfaces
= OVPN for OpenVPN interfaces

And <instance> is the interface number, such as 0, 1, 2 etc.
For example, to activate PPP 1:

ppp 1 act_rq

To deactivate PPP 1:

ppp 1 deact _rq
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ana command: Clear the Analyser Trace

To clear the Analyser trace, type:

ana 0 anaclr
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config command: show/save configuration

The config command shows the current or stored configuration settings, saves the current
configuration, and specifies which configuration to use when powering up or rebooting the router. The
format of the config command is:

config <0| 1| c> <save| show power up>

You can store two separate configurations, numbered 0 and 1. The first parameter of the config
command specifies to which configuration the command applies. The letter ¢ indicates the current
configuration settings, such as those currently in use.

The second parameter is one of the following keywords:

m show displays the specified configuration (either 0, 1 or c for the current configuration).
m save saves the current settings as the specified configuration (either 0 or 1).

m powerup sets the specified configuration (either 0 or 1) to use at power-up or reboot.
For example, to display the current configuration, type:
config ¢ show
The output is similar to the following:

config ¢ show

eth 0 descr "LAN 0"

eth 0 | Paddr "192.168.1.1"
eth 0 mask "255. 255. 255. 0"
eth O bridge ON

eth 1 descr "LAN 1"

eth 2 descr "LAN 2"

eth 3 descr "LAN 3"

eth 4 descr "ATM PVC 0"

The configuration files only contain details of those settings that are different from the router’s
default settings. If you configure a setting that is the same as the default setting, it does not appear in
a stored configuration.

To save the current settings to configuration file 1, type:
config 1 save
To use configuration file 1 when the powering up or rebooting the router, type:

config 1 powerup
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config changes command: show number of changes counter

The config changes command shows the number of changes to the current configuration since the
router has powered up and the initial configuration file run. It also shows the time when the
configuration file was last saved.
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clear command: Clear the event log

To clear the event log, type:

cl ear _ev
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gpio command: General Purpose Input Output (GPIO)

GPIO commands are necessary to configure a WR44, which has one Digital Input/Output port and one
Digital Input port. The gpio command configures an I/O port either as an input port or an output port.

For example:
gpio inout input Configures the I/0 port as an input.
gpio inout output Configures the 1/0O port as an output.
gpio inout on Sets the 1/0 port to on when configured as an output.
gpio inout off Sets the 1/0 port to off when configured as an output.

The syntax of the command is as follows:

gpi o [inout ON| OFF|input| out put]

Display current status of ports

With no parameters, the gpio command displays the current status of the ports. For example:

gpi o
I nput (s):

in: COFF
Qut put (s):

inout : OFF
(03¢

Set the 1/0 port as an output
To set the 1/0 port to be an output:

gpi 0 i nout out put

I nput (s):

in: COFF
Qut put (s):

i nout : OFF
K

Set the 1/0 port to ON when configured as an output
To set the 1/0 port to ON when it is configured as an output:

gpi 0 inout on

I nput (s):
in: OFF
Cut put (s):
i nout : ON
(0.6

The Input and Input/Output connections (pins 2 and 3) are programmed via the command line using
the gpio command. The default setting for pins 2 and 3 is OFF, as seen in the above example.
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Use only one of the power connectors. Never apply power to both the MAIN and AUX connectors
at the same time.

P oecipion

Pinl1 | GROUND
Pin 2 INPUT
Pin3 | Input/ Output

Pin4 | Power

The following image shows the pins and the corresponding numbers:

Ao
3 --DG—" 4

For more information on wiring and other details, see the 4-pin DC Power Cord User Guide, Digi part
number 90001246.
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ping command: Troubleshoot connectivity problems

Use the ping command to help troubleshoot connectivity problems. The syntax of the ping command
is:
pi ng <i p address| FQDN> [ n]

Where n (if specified) is the number of ICMP echo requests to send. If not specified, only 1 echo
request is sent.
To stop pings when n has been set to a high value, use ping stop.

Digi TransPort® Routers User Guide 143



Using the command-line interface

gdl command: Select cellular image to load

Application commands

The qdl command selects which image to load onto a GOBI3000 cellular module. The syntax of the

command is:

qdl 0 fw <n>

where n can be 0-14. The meaning of each value is below. The default value is 0.

0

O o N ool hs~A W N

[
A W N = O
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Generic UMTS
Verizon
Sprint PCS
IUSACELL
Bell Mobility
Alltel
Cingular Blue
Cingular Orange
T-Mobile
Docomo
Orange
Vodafone
Telefonica
Telital

OMH
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reboot command: reboot router

The reboot command reboots the router after altering the configuration. The reboot command
executes a complete hardware reset, loading and running the main image from cold. It has three
modes of operation:

m reboot: Reboots the router after any FLASH write operations have been completed. The
following operations allow 1 second to be completed before a reboot occurs:
o IPSec SA delete notifications are created and sent
o TCP sockets are closed
o PPPinterfaces are disconnected
m reboot <n>: A time reboot; reboots the router in <n> minutes where nis 1 to 65535.

= reboot cancel: Cancels a timed reboot if entered before the time period has passed.
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tcpperm command: establish a permanent serial to IP connection

The tcpperm command is available only as an application command, and has no equivalent web page.
The tcpperm command establishes a permanent “serial to IP” connection between one of the ASY
ports and a remote IP host. After tcpperm executes, the router automatically opens a socket
connection to the remote peer whenever data is received from a terminal attached to the specified
ASY port. When the socket is first opened and the connection is established, the router issues a
CONNECT message to the terminal and subsequently relays data between the socket and the ASY
port. You can modify the format of the CONNECT message using the standard AT commands (such as
ATV, ATE, etc.) or using the web interface page Configuration > Network > Interfaces > Serial >
Serial Port n.

Preconfigure the serial port to use the appropriate word format, speed, and flow control.

While the serial-to-IP connection is established, if the attached serial device drops the DTR signal, the
socket connection is terminated, much as with a standard modem or terminal adapter. You can
modify this behavior using the AT&D command or the serial port settings.

The format of the command is:

TCPPERM <[ ASY 0-1] > <Dest Host> <Dest Port> [UDP] [nodeact] |-

| <listening port>] [-i<inact_tineout>] [-f<fwd tine>] [-e<eth_ip>][-d
(deact link)] [-k<keepalive_tinme>] [-s<src_port>] [-0k] [-t<tel net_
node>] [-ho(host only)] [-ssl] [-ao(always open)] [-nxmhone idx>]

The tcpperm parameters are as follows:

ASY

Dest Host

Dest Port

UDP

-ao

-e Use the address of Ethernet port n for the socket connection rather than the
default of the address of the interface over which the socket is opened (that is, ppp
1, ppp 2, etc)

-d Deactivate link. If non-zero, when the socket is closed and there are no other
sockets using the interface then the interface connection is dropped (switched
connections only).

-f The forwarding time (x10ms) for packetizing data from the serial port.

-ho Host. Indicates that the socket should only accept connections from the specified
host.

-i The inactivity timeout (s) after which the socket will be closed.

-k Keep alive packet timer (s).
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-l Listening port. Allows the user to set a new TCP port number to listen on rather
than the default value of 4000+ASY port #.

-m Multihome additional consecutive addresses index

-ok Open socket in quiet mode, so that there is no OK response to the TCPPERM
command.

-s Source port number

-ssl Use SSL mode

-t Use Telnet mode. Opens socket in the corresponding Telnet mode (port 23 default),

0=raw, 1=Telnet Mode, 2=Telnet Mode with null stuffing. If this is not specified, the
router uses the mode specified for the associated ASY port in general setup. The -t
option sets use of the ok option always.

Use the tepperm command to execute automatically on power-up by using the emd n autocmd
‘emd’ macro command. For example:

cmd O autocnd 'tcppermasy 0 192.168.0.1 -f3 -s3000 -k10 -el’

Considerations for use with VPN or GRE tunnels

When the socket being used by TCPPERM is opened, the default behavior is to use the address of the
interface over which the socket is carried (ETHn or PPPn) as the source address of the socket. If the
socket data is to be tunneled, you may need to use -en modifier so the source address of the socket
matches the local subnet address specified in the appropriate eroute. You can also set this behavior in
the web interface on the Configuration > Network > Advanced Network Settings page by setting
the parameter Default source IP address interface: Ethernet n.
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tcpdial command: Establish a manually initiated serial to IP
connection

tcpdial operates in an identical manner to tcpperm, except that establishment of the socket
connection is not automatic and must be initiated by the tcpdial command. The simplest method of
achieving this is to map a command using the Configuration > Network > Interfaces > Serial >
Command Mappings, such as, Command to Map ATDT0800456789 maps to tcpdial asy 1
217.36.133.29 -e0. Now, whenever the attached terminal device attempts to dial the number defined,
the router maps it to an IP socket connection. In this way, you can direct multiple dial commands to
the same or different IP hosts with other simple command mappings.

The tcpdial command is available only as an application command, and has no equivalent setting in
the web interface.
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tcpdab command: Cancel a tcpdial connection

The tcpdab command cancels a tepdial connection before the connection has been made. You can
also use this command to disconnect an existing tcpdial connection on another ASY port. The format
of the command is:

tcpdab <i nstance> ATH

where <instance> is the number of the ASY port.
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templog command: monitor router temperature

The on-board temperature sensors are sampled every 60 seconds. Any interesting changes in the
temperature are logged to a special flash file, templog.c1. Use templog 0 status to view the last
stored record in this file.

There are two temperature sensors built in: one on the motherboard and one on the modem module.
If a temperature is reached that is outside of normal operating limits, an event will be logged in the
eventlog.txt file.
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traceroute command: Troubleshoot connectivity problems

Use the traceroute command to help troubleshoot connectivity problems. The syntax of the
traceroute command is:

traceroute <ip address| FQDN>

To stop a failed trace if hosts cannot be detected, use traceroute stop.
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AT commands

Digi TransPort supports AT commands and Special registers (S registers).

The AT command interface

The AT command prefix is for commands that are common to modems. To configure the router using
AT commands, you must first connect it to a suitable asynchronous terminal.

1. Set the interface speed/data format for your terminal to 115,200 bits per second, 8 data bits,
no parity and 1 stop bit. You can change these settings later if necessary.

2. When your terminal is correctly configured, apply power and wait for the B2 indicator to stop
flashing. The device is now ready to respond to commands from an attached terminal and is in
command mode. Alternatively, you can configure the router to automatically connect to a
remote system on powerup.

3. Type at (in upper or lower case), and press [Enter]. The router should respond with the
message OK. This message is issued after successful completion of each command. If an invalid
command is entered, the router will respond with the message ERROR. If there is no response,
check that the serial cable is properly connected and that your terminal or PC communications
software is correctly configured before trying again. If you have local command echo enabled
on your terminal, the AT command may display as aatt. If this happens, use the ate0 command
(which appears as aattee00), to prevent the router from providing command echo. After
entering this command, further commands display without the echo.

Enter multiple commands

After the prefix, you can type one or more commands on the same line, up to 40 characters. When the
line is entered, the router will execute each command in turn.

Use escape sequences

If you enter a command such as atd, which results in the router successfully establishing a connection
to a remote system, it will issue a CONNECT result code and switch from command mode to on-line
mode. This means that it will no longer accept commands from the terminal. Instead, data will be
passed transparently through the router to the remote system. In the same way, data from the
remote system will pass straight through to your terminal.

The router will automatically return to command mode if the connection to the remote system is
terminated.

To return to command mode manually, you must enter a special sequence of characters called the
escape sequence. This consists of three occurrences of the escape character, a pause (user
configurable) and then at. The default escape character is +. The default escape sequence is:

+++ {pause} at

Entering this sequence when the router is on-line causes the router to return to command mode but it
will NOT disconnect from the remote system unless you specifically instruct it to do so by using ath or
another method of disconnecting. If you have not disconnected the call, use the ato command to go
back on-line.
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AT command result codes

AT commands

Each time an AT command line executes, the router responds with a result code to indicate whether
the command was successful. If all commands entered on the line are valid, the OK result code will be
issued. If any command on the line is invalid, the ERROR result code will be issued.

Result codes may take the form of an English word or phrase (verbose code) or an equivalent number
(numeric code), depending on the setting of the atv command. The default is to use verbose codes.

Use the atv0 command to select numeric codes if required. The results from the text based
commands can be numeric or verbose. The following table lists the result codes:

0 OK

1 CONNECT ISDN

2 RING

3 NO CARRIER X.25
4 ERROR

6 NO DIALTONE ISDN
7 BUSY

8 NO ANSWER

Digi TransPort® Routers User Guide

Command line executed correctly
connection established

Incoming ring signal detected
service not available

Error in command line

service not available

B-channel(s) in use

No response from remote
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S registers

S (Special) registers are registers in the router for storing certain types of configuration information.
They are essentially a legacy feature included to provide compatibility with software that was
originally designed to interact with modems. See S register definitions for a list of S registers.
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atd: Dial a call

The atd command causes the router to initiate an ISDN call. The format of the command depends on
the mode of operation.

When using the router to make data calls on one of the ISDN B-channels, enter the atd command
followed by the telephone number. For example, to dial 01234 567890 enter the command:

at d01234567890

Spaces in the number are ignored. If the call is successful the router will issue the CONNECT result
code and switch to on-line mode.

Dialing with a specified sub-address

You can use the ATD command to route a call to an ISDN sub-address by following the telephone with
the letter S and the required sub-address. The sub-address can be up to 15 digits long. For example:

at d01234567890s003

Dialing stored numbers

To dial numbers that have previously been stored within the router using the AT&Z command, insert
the S= modifier within the dial string. For example, to dial stored number 3, use the command:

at ds=3

Combining ISDN and X.25 calls

A further option for the ATD command for X.25 applications is to combine the ISDN call and the
subsequent X.25 CALL in the same command. To do this, follow the telephone number with the =
symbol and the X.25 call string. For example:

at d01234 567890=123456789
Pressing any key while the ATD command is being executed will abort the call attempt.
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ath: Hang-up

The ath command terminates an ISDN call. If the router is still on-line, you must first switch back to
command mode by entering the escape sequence, such as +++, wait 1 second, then enter an AT
command or simply at<CR>.

After entering the ath command, the call is disconnected and the NO CARRIER result is issued.
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atz: Reset

The atz command loads one of the stored profiles for the active ASY port. The command is issued in
the format atzn where n is the number (0 or 1) of the ASY port profile you want to load.
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at&c: Control the DCD signal

The at&c command configures how the router controls the DCD signal to the terminal. Options
include:

m &CODCD is always On.

m &C1DCD is On only when an ISDN connection has been established (Layer 2 is UP).

m &C2 DCD is always Off.

m &C3 DCD is normally On, but pulses low for a time in 10 millisecond routers, determined by S
register 10.
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at&f: Load factory settings

The at&f command loads a predefined default set of S-register and AT command settings (the default
profile). These settings are:

El, Vi, &Cl, &K1, &D2, S0=0, S2=43

All other values are set to 0.
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at&r: Control the CTS signal

The at&r command configures how the router controls the CTS signal to the terminal. There are three
options:
m &RO CTS is always On.

m &R1 CTS follows RTS. The delay between RTS changing and CTS changing is set in AT register
56 in multiples of 10 milliseconds.

m &R2 CTSis always Off.
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at&v: View profiles

The at&v command displays a list of the current AT command and S register values, and the settings
for the two stored profiles. For example:

at &v

CURRENT PROFI LE:

&1l &d2 &k1 &s1l &0 el g0 vl &0
S0=0 S2=43 S12=50 S31=3 S45=5
states DTIR 1 RTS: 1

STORED PRCFI LE O:
&cl &d2 &k1 &s1 &0 el g0 vi
S0=0 S2=43 S12=50 S31=3 S$45=5

STORED PRCFI LE 1:

&cl &d2 &k1 &s1 &0 el g0 vi
S0=0 S2=43 S12=50 S31=3 S$45=5
04
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at&w: Write SREGS.DAT file

The at&w command saves the current command and S registers settings (for the active port), to the
file SREGS.DAT. You can reload the settings in this file at any time using the atz command.

After the at&w command, you can specify a profile number, either 0 or 1, to store the settings in the
specified profile. For example, the following command stores the current settings as profile 1:

at &wl

If no profile number is specified, profile 0 is assumed.

at&w writes all S register values and the following command settings:
e, &, &d, &k
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at&y: Select power-up profile

The at&y command selects the power-up profile (0 or 1). For example, to ensure that the router boots
up using stored profile 1, enter:

at &1
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at&z: Store phone number

The at&z command stores “default” telephone numbers within the router that may subsequently
dialed when DTR dialing is enabled or by using the S= modifier in the ATD dial command. You can store
one telephone number for each ASY port. For example, to store the phone number 0800 123456 as
the default number to be associated with ASY 2, enter:

at &z2=0800123456

If the number of the ASY port is not specified, the number is stored according to the port from which
the command was entered. For example, entering this command from ASY 3:

at &z=0800123456

Has the same effect as this command being entered from any port:

at &z3=0800123456

Once a number is stored, you can dial it from the command line using the atd command with the S=
modifier:

at ds=3

This means that you can dial any stored number from any port. If DTR dialing has been is enabled by
setting $33=1 for the port, the number associated with that port is dialed when the DTR signal for
that port changes from Off to On. This is because you can use DTR dialing with the number associated
with the port to which the terminal is connected only.
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at\at: Ignore invalid AT commands

This command is a work-around for use with terminals that generate large amounts of extraneous
text. If not ignored, this text can cause many error messages to be generated by the router, and may
result in a communications failure. To turn on this feature, type the following command:

at\at=1

To turn off the feature, type the following command:

at\at=0

When this feature is turned on, the ASY port ignores all commands except real AT commands. As with
other ASY modes this can be saved by at&w but is not included in the at&v status display. To
determine whether or not this mode is enabled type:

at\at ?

The router displays 0 if the feature is off, 1 if it is on.

at\gps command: Send GPS data to ASY port

The at\gps command causes messages from the GPS receiver to be sent directly to the ASY port from
which the command has been entered. This requires that the gpson parameter is set to on for one of
the command interpreter instances. For more information on the gpson parameter, see Configure
GPS parameters.

As soon as the at\gps command has been issued, data from the GPS receiver will be sent to that ASY
port.

To stop the GPS data, the +++ escape sequence must be entered, followed by a pause, followed by at.
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at\ls: Lock speed

The at\ls command locks the speed and data format of the port at which it is entered to the current
settings so that you can use non-AT application commands.
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at\port: Set the active port for text commands

Text commands which affect the settings associated with the serial ports normally operate on the
port at which they are entered, such as entering the at&k command from a terminal connected to ASY
1 will affect only the flow control settings for port 1.

The at\port command selects a different “active” port from that at which the commands are entered.
For example, if your terminal is connected to port 0 and you need to reconfigure the settings for port
2, you would first enter the command:

at\port=2
PORT 2
(014

Port 2 is now the active port and any AT commands or changes to S registers settings which affect the
serial ports will now be applied to port 2 only. This includes:

Commands: Z, &D, &F, &K, &V, &Y, &W
S registers: S31, S45

The at\prt? command displays the port to which you are connected and the active port for command/
S register settings. For example:

at\port?
PORT 2
ASY0

(014

Here, ASY2 is the active port and ASYO0 is the port at which the command was entered. If the default
port and the port to which you are connected are the same, only one entry will be listed.

To reset the default port to the one to which you are connected, use the at\port command without a
parameter.
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at\smib commands

The at\smib command allows you to view a single standard MIB variable. For more information on
MIBs and SNMP, see Use SNMP for remote management.

To view the MIB variable, use the at\smib=mib_name command, where mib_name is the variable to
be displayed. The variables are sorted according to the hierarchy shown below.

atismib=mib-2

ip
«{ sysdescr ‘ ifumber ‘ ipforwarding
ipaddrtable

iftable ‘

ifentry

ipadentaddr

ifdescr ipadentifindex

3

ipadentnetmask

3
H
H
3
I

theastaddr

ifspeed

T

«{ iproutetable
ifphysaddre H iprouteentry

iproutedest

iprouteifindex

ifinoctets iproutemetric1

iproutenexthop

iproutetype

2
2
g
£
&

ifinerrors

ifoutoctets

ifoutucastpkts

ifouterrors

-
5
H

Commands for displaying system information
The system hierarchy consists of the following:

at\smib=mib-2.system.sysdescr: Show software version information

Shows the software version information; equivalent to what is shown on the ati5 CLI command
output.
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m b- 2. system sysdescr =
Software Build Ver5121. Jan 31 2011 12:26:04 9W

at\smib=mib-2.system.sysobjectid: Show network management subsystem identification

The authoritative identification of the network management subsystem. TransPort does not support
outputting OID variables. Instead, oid is output.

m b- 2. system sysobjectid = oid

at\smib=mib-2.system.sysuptime: Show system uptime
Shows the time the router has been running in 10-millisecond units (hundredths of a second).

m b- 2. system sysuptime = 1806718
The above example shows that the router has been running for 5 hours, 1 minute and 7.18 seconds.

at\smib=mib-2.system.syscontact: Show contact information

Shows a description of the contact person for the router. For TransPort, this is always a zero-length
string.

at\smib=mib-2.system.sysname: Show router name

Shows the name of the router. This is the name set in the Router Identity parameter on the
Configuration > System > Device Identity page.

m b- 2. system sysnane = digi.router

at\smib=mib-2.system.syslocation: Show router location
Shows the physical location of the router. For TransPort, this is always a zero-length string.

at\smib=mib-2.system.sysservices: Show router network layer services

Shows a value that represents the set of services the router provides. For each OSI layer, the router
provides services for, 2(L-1) is added to the value, where L is the layer. The layers are shown below.
For TransPort, this value is always 7 (Physical layer (21-1)+Data Link layer (22-1)+Network layer (23-

1)).

1 Physical
Data Link

Network

Session

2
3
4 Transport
5
6 Presentation
7

Application

Commands for displaying interface information

The Interfaces hierarchy consists of the ifnumber variable and the iftable node:
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at\smib=mib-2.interfaces.ifnumber: Show total interfaces on the router

Shows the total number of interfaces on the router. This includes Ethernet, PPP and virtual interfaces
(such as IPSec tunnels) and SYNC ports.

m b-2.interfaces.ifnunber = 52

at\smib=mib-2.interfaces.iftable: Show the interface table

Shows the interface table. The iftable node contains ifentry nodes for each interface. For each table
entry, an index specifier must be appended to the end of each variable (such as for PPP0, 1 must be
appended).

at\smib=mib-2.interfaces.iftable.ifentry

at\smib=mib-2.interfaces.iftable.ifentry.ifindex: Show index number for interface
Displays the unique index number of the interface.

at\smib=mib-2.interfaces.iftable.ifentry.ifdescr: Show information about an interface

Shows information about the interface. This information is displayed in the format <interface type>-
<instance>, where:

<interface type> can be one of PPP, ETH, TUN (for IPSec tunnels), SNAIP (for SNAIP links) or SYNC,
and

<instance> is the instance.
For example:

mb-2.interfaces.iftable.ifentry.ifdescr.1 = PPP-0

at\smib=mib-2.interfaces.iftable.ifentry.iftype: Show interface type
Shows the type of interface, as described by the physical/link protocol below the network layer in the
protocol stack. Values can be one of the following:

m PPP23

m ETHG6

m |[PSec Tunnel 131

m SNAIP 17

m SYNC port 118

For example:

mb-2.interfaces.iftable.ifentry.iftype.1 = 23

at\smib=mib-2.interfaces.iftable.ifentry.ifmtu: Show size of largest datagram sent over
interface

Shows the size of the largest datagram (in octets) which can be sent on the interface. SNAIP and
SYNC ports always return 0. IPSec tunnel interfaces will return the underlying interface if it can be
located, otherwise 0 is returned. PPP interfaces will return the negotiated MTU if the link is
connected, otherwise 0 is returned.

For example:

mb-2.interfaces.iftable.ifentry.ifnmu.21 = 1504
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at\smib=mib-2.interfaces.iftable.ifentry.ifspeed: Show interface's current bandwidth

Shows an estimate of the interface’s current bandwidth in bits per second. SNAIP and SYNC ports will
always return 0. PPP ports will always return 64000.

For example:

mb-2.interfaces.iftable.ifentry.ifspeed.1 = 64000

at\smib=mib-2.interfaces.iftable.ifentry.ifphysaddress: Show interface address

Shows the interface’s address at the protocol layer immediately below the network layer in the
protocol stack. For interfaces without such an address, a zero-length octet string is returned. For
PPP, SNAIP and SYNC ports, a zero-length string is returned.

at\smib=mib-2.interfaces.iftable.ifentry.ifadminstatus: Show administrative state of an
interface

Shows the desired state of the interface. The testing state (3) indicates no operational packets can be
passed.

at\smib=mib-2.interfaces.iftable.ifentry.ifoperstatus: Show operational state of an interface

The current operational state of the interface. The testing state (3) indicates no operational packets
can be passed.

at\smib=mib-2.interfaces.iftable.ifentry.ifinoctets: Show number of octets on an interface
Shows the total number of octets received on this interface, including framing characters.

at\smib=mib-2.interfaces.iftable.ifentry: Show unicast packets delivered by an interface

Shows the number of subnetwork-unicast packets delivered by this interface to a higher-layer
protocol.

at\smib=mib-2.interfaces.iftable.ifentry.ifinnucastpkts: Show non-unicast packets delivered by
an interface

Shows the number of non-unicast (such as broadcast or multicast) packets delivered by this interface
to a higher-layer protocol.

at\smib=mib-2.interfaces.iftable.ifentry.ifinerrors: Show packets received on an interface
containing errors

Shows the number of inbound packets received by this interface that contained errors preventing
them from being delivered to a higher-level protocol.

at\smib=mib-2.interfaces.iftable.ifentry.ifoutoctets: Show octets transmitted by an interface
Show the total number of octets transmitted by this interface, including framing characters.

at\smib=mib-2.interfaces.iftable.ifentry.ifoutucastpkts: Show number of transmitted unicast
packets

Shows the total number of packets that higher-level protocols requested this interface to transmit to
a subnetwork-unicast address, including those that were discarded or not sent.

at\smib=mib-2.interfaces.iftable.ifentry.ifoutnucastpkts: Show number of transmitted non-
unicast packets

Shows the total number of packets that higher-level protocols requested this interface to transmit to
a non-unicast (such as broadcast or multicast) address, including those that were discarded or not
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sent.

at\smib=mib-2.interfaces.iftable.ifentry.ifouterrors: Show number of outbound packets
containing errors

Shows the number of outbound packets that this interface could not transmit because of errors.

Commands for displaying IP node information
The IP node consists of the ipforwarding variable and the ipaddrtable and iproutetable nodes.

at\smib=mib-2.ip.ipforwarding: Show whether router is an IP gateway

Indicates whether the router is acting as an IP gateway in respect to the forwarding of datagrams
received by, but not addressed to, the router. IP gateways forward datagrams, IP hosts do not. For
the router, this value is always 1.

at\smib=mib-2.ip.ipaddrtable: Show IP address table

Shows the IP address table. The ipaddrtable node contains ipaddrentry nodes for each IP address
assigned to each interface of the router. For each table entry, an index specifier must be appended to
the end of each variable that specifies the interface (such as for PPP0, 1 must be appended).

at\smib=mib-2.ip.ipaddrtable.ipaddrentry

at\smib=mib-2.ip.ipaddrtable.ipaddrentry.ipadentaddr: Show IP address
Shows the IP address to which this entry’s addressing information pertains.

at\smib=mib-2.ip.ipaddrtable.ipaddrentry.ipadentifindex: Show index number for an
IP address

Shows the index identifier for the interface associated with this IP address.

at\smib=mib-2.ip.ipaddrtable.ipaddrentry.ipadentnetmask: Show the subnet mask for an
IP address

Shows the subnet mask associated with the IP address.

at\smib=mib-2.ip.ipaddrtable.ipaddrentry.ipadentbcastaddr: Show IP broadcast address

Shows the value of the least-significant bit in the IP broadcast address for sending datagrams on the
IP address of this interface.

at\smib=mib-2.ip.iproutetable: Show IP route table

Shows the IP route table. The iproutetable node contains iprouteentry nodes for each route defined
on the router.

at\smib=mib-2.ip.iproutetable.iprouteentry

at\smib=mib-2.ip.iproutetable.iprouteentry.iproutedest: Show the destination IP address for
the route

Shows the destination IP address for the route. An entry with a value of 0.0.0.0 is considered the
default route. Multiple routes to a single destination can appear in the routing table, but access to
such multiple entries is dependent on the table-access mechanisms defined by the network
management protocol in use.
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at\smib=mib-2.ip.iproutetable.iprouteentry.iprouteifindex: Show index number for next hop
of the route

Shows the index value which uniquely identifies the local interface through which the next hop of the
route should be reached.

at\smib=mib-2.ip.iproutetable.iprouteentry.iproutemetricl: Show the metric for a route
Shows the primary routing metric for the route.

at\smib=mib-2.ip.iproutetable.iprouteentry.iproutenexthop: Show the IP address of the next
hop of the route

Shows the IP address of the next hop of the route.

at\smib=mib-2.ip.iproutetable.iprouteentry.iproutetype: Show route type
Shows the type of route. Valid values are:

1. Valid

2. Invalid
3. Direct
4

Indirect

at\smib=mib-2.ip.iproutetable.iprouteentry.iproutemask: Show the netmask for the route
Shows the netmask for the route.
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S register definitions

In addition to the AT commands there are a number of Special (“S”) registers. These registers contain
numeric values that may represent time intervals, ASCII characters or operational flags.

To display the contents of a particular “S” register, use the ats command in the form atsn? where niis
the number of the register for which contents are shown.

To store a new value into a register, use the S command in the form atsn=x where n is the number of
the register to be changed and x is the new value. For example, ats31=4 stores the value 4 in S31.

The router maintains one set of registers for each ASY port. By default, the S command operates ONLY
on the Sregister set for the active port. To select an alternative default port, use the at\port
command first.

Each register can only be set to a limited range of values as shown in the table below:

e e T

V.120 Answer enable Rings 0-255
S1 Ring count Rings n/a n/a
S2 Escape character ASCII 43 0-255
S9 DCD on delay ms x 20 0 0-255
S10 Pulse time for DCD Low ms x 10 0 0-255
S12 Escape delay ms 50 0-255
S15 Data forwarding timer ms 2 0-255
S16 RS422/485 serial port settings | N/A 0 0,2,3
S23 Parity N/A 0 0-256
S31 ASY interface speed refer to full description n/a 0-11
S33 DTR dialing N/A 0 01
S45 DTR loss de-bounce 0.05 seconds (0.25s) 1-255

S0: V.120 answer enabled

Units: Rings

Default: 0

Range: 0-255

Used in V.120 mode only. Enables or disables automatic answering of incoming ISDN calls. Auto
answering is disabled when SO0 is set to the default value of 0. Setting SO to a non-zero value enables
auto-answering.

The actual value stored determines the number of “rings” that the router will wait before answering.
For example, the command ATS0=2 enables auto-answering after two incoming rings have been
detected.

With each ring the RING result code is issued and the value stored in S1 is incremented. When the
value in S1 equals the value in SO the call is answered.
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S1: Ring count

Units: Rings
Default: n/a
Range: n/a

When ADAPT detects an incoming ISDN call on an ASY port, it will print RING to the ASY port at 2
second intervals. It also increments the S1 register, counting how many times RING is printed.

S2: Escape character

Units: ASCII

Default: 43

Range: 0-255

The value stored in S2 defines which ASCII character is the Escape character. By default, the escape
character is the + symbol. Entering this character three times followed by a delay of 1-2 seconds and
then an AT command causes the router to switch from on-line mode to command mode.

S12: Escape delay

Units: ms
Default: 50
Range: 0-255

The value stored in S12 defines the delay between sending the escape sequence and entering an AT
command for the router to switch from on-line mode to command mode.

S$15: Data forwarding timer

Units: 10ms
Default: 0
Range: 0-255

S15 sets the data forwarding timer for the ASY port in multiples of 10ms. The default data forwarding
time is 20 milliseconds. Normally, there is no need to change this setting. However, setting S15to 1
enables a special mode of operation in which data is forwarded as fast as possible for the data rate
for which the port is configured (at 115000 bits per second, this will typically be 2-3 milliseconds).

Note that the default value of 0 is equivalent to setting the register to 2 to maintain compatibility with
older systems.

S$16: RS422/485 serial port settings
The RS485 option is only available on specific hardware versions.

Units: N/A
Default: 0
Range: 0, 2, 3, where 0=RS232, 2=RS485 full duplex, 3=RS485 half duplex

Following example shows how to setup and save ASY 0 in 485 half-duplex mode
AT\ port =0

ATS16=3

AT&w

AT\ por t

The at\port=0 is needed to ensure that subsequent AT commands are directed to the right port
(ASY0). The port settings can be saved permanently using at&w.
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Issue the command ats16? and check that the value of this S register is 3. To set it back to R$232
then set ats16 to 0 and save it with the at&w command.

S$23 Parity

Units: N/A

Default: 0

Range: 0-2,5,6

The value stored in $23 determines whether the parity for the ASY port is set to None (0), 0dd (1),
Even (2), 8DataOdd (5) or 8DataEven (6).

S$31 ASY Interface Speed

Units: N/A

Default: 0

Range: 0-11

Register S31 sets the speed and data format for the ASY port to which you are currently connected.
The default value for ASY 0 is 0, such as the port speed/data format is not set to a specific value, it is
determined automatically from the AT commands that you enter.

The default value for ASY 1,2, and 3 is 3, meaning the ports only accept AT commands at 115,200 bits
per second (8 data bits, no parity and 1 stop bit).

To set the speed of one of the ports to a particular value, set the appropriate register to the required
value from the following table:

S31 Port Speed (bps) S31 Port Speed (bps)
0 Auto-detect 6 19200

1 Reserved 7 9600

2 Reserved 8 4800

3 115200 9 2400

4 57600 10 1200

5 38400 11 300

For example, to change the speed of ASY 1 to 38,400 bits per second:

1. Connect your terminal to that port with the speed set to 9600 bits per second.
2. Enter the command:

at s31=5

3. Change the speed of your terminal to 38,400 bits per second before entering any more AT
commands.

When entering the ats31=n command, the data format selected becomes the data format for all
further commands.

The auto-detect option is only available for ASY0 and ASY1.

Digi TransPort® Routers User Guide 176



Using the command-line interface AT commands

S$33: DTR dialing

Units: N/A

Default: 0

Range: 0,1

$33 enables or disables DTR dialing for the port. When DTR dialing is enabled, the router dials the
number stored for that port (see atz: Reset ) when the DTR signal from the terminal changes from
Off to On.

S$45: DTR loss de-bounce

Units: 0.05 seconds

Default: 5

Range: 1-255

The value in $45 determines the length of time for which the DTR signal from the terminal device must
go off before the router acts upon any options that are set to trigger on loss of DTR. Increasing or
decreasing the value in $45 makes the router less or more sensitive to “bouncing” of the DTR signal
respectively.
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Configure Ethernet interfaces ... ... . . .
Configure Wi-Fiinterfaces ..
Configure mobile (cellular) interfaces ... ..
Configure DSLINterfaces ... ...
Configure Generic Routing Encapsulation (GRE) interfaces ........ ... ... . iiii...
Configure ISDN Interfaces ... oo
Configure PSTN interfaces .. ... o
Configure DialServinterfaces ... .. ... i,
Configure serialinterfaces ... ... . i,
Configure IPv6 addressing SUPPOrt ... ... . L
Configure PPP and external modems ... ..
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Configure Ethernet interfaces

Web
Go to Configuration > Network > Interfaces >Ethernet.

The Configuration > Network > Interfaces > Ethernet page displays configuration pages for each of
the available Ethernet instances on the router. Each page allows the user to configure parameters
such as the IP address, mask, gateway, and others.

On routers with only one Ethernet port, if more than one Ethernet instance exist these are treated as
logical Ethernet ports. You can use these instances to assign more than one Ethernet IP address to a
router.

On routers with more than one physical Ethernet port, the Ethernet instances refer to the different
physical Ethernet ports. These routers can be configured for either HUB mode or Port Isolate mode.

In HUB mode all the Ethernet ports are linked together and behave like an Ethernet hub or switch.
This means that the router will respond to all of its Ethernet IP addresses on all of its ports (as the
hub/ switch behavior links the ports together).

In Port Isolate mode, the router will only respond to its Ethernet 0 IP address on physical port LAN 0,
its Ethernet 1 IP address on physical port LAN 1, etc. The router will not respond to its Ethernet 1
address on port LAN 0 unless routing has been configured appropriately.

When configured for HUB mode it is important that no more than one of the router’s ports is
connected to another hub or switch on the same physical network. Otherwise an Ethernet loop can
occur. The default behavior is HUB rather than Port Isolate.

VLAN tagging is not available when the router is configured for Port Isolate mode.

IPv6 addressing support on Ethernet interfaces

TransPort routers support IPv6 addressing on Ethernet interfaces only, and on a limited number of
Ethernet interfaces. For more information, see Configure IPv6 addressing support.
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Configure basic Ethernet IP address parameters

To configure the Ethernet interface to support IPv6 addressing, see Configure IPv6 addressing
support.

Web

1. Goto Configuration > Network > Interfaces >Ethernet> ETH n.
The Configuration > Network > Interfaces >Ethernet> ETH n initial view only shows basic IP
address parameters. The choice is to obtain an IP address by using a DHCP server or to
manually configure the IP addressing for this interface.

» Interfaces
» Ethernet
= ETH O

Description:
= Get an IP address automatically using DHCP
Override these DHCP server values:
Mask: |10.9.101.76
55.255.0.0
DNZ= Server: 10.9.1.1

Gateway:

hJ

Secondary DNS Server: [10.10.8.64

Lge the MAC address as the chent ID
Use the fellowing settings

Changes to these parameters may affect your browser connection

2. Configure basic Ethernet IP address settings:

Description
Use a memorable name for this Ethernet instance, to make it easier to identify.

Get an IP address automatically using DHCP

Enables the DHCP client on this interface. You can elect to override the DHCP server settings
for the Mask, Gateway, DNS Server, and Secondary DNS Server.

Use the following settings
Enables manual configuration of the IP addressing parameters

IP Address
Specifies the IP address of this Ethernet port on your LAN.

Mask

The subnet mask of the IP subnet to which the router is attached via this Ethernet port.
Typically, this would be 255.255.255.0 for a Class C network.

Gateway

The IP address of a gateway the router uses. IP packets whose destination IP addresses are
not on the LAN to which the router is connected are forwarded to this gateway.
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DNS Server [ Secondary DNS Server
The IP address of DNS servers the router uses for resolving IP hostnames.

If the IP address, Mask, Gateway, DNS server or Secondary DNS server parameters are
specified manually, but the option to use a DHCP server is later selected, any existing manually
specified parameters will override the DHCP supplied parameters. To change from manual
configuration to DHCP, be sure to remove all manually specified parameters first.

3. Click Apply.

Command line

Command | Instance Parameter Values Equivalent web parameters
eth n descr Free text field Description
eth n ipaddr Valid IP address | IP Address
eth n mask Valid Subnet Mask
Mask
eth n gateway IP address Gateway
eth n dnsserver IP address DNS Server
eth n secdns IP address Secondary DNS Server
eth n dhcpcli on, off On=Get an IP address automatically
using DHCP
Off=Use the following IP address
eth n ipv6_mode off, wan, lan Configuration > Network> Interfaces
> |Pv6 > 777
eth n ipv6_wan 0, <number of Configuration > Network> Interfaces
ipv6_wan > IPv6 WAN settings
parameter

instances>, 1

eth n ipv6_lan 0, <number of Configuration > Network> Interfaces
ipv6_wan > IPv6 WAN settings
parameter

instances>, 1
eth n vrf integer VRF

eth n vrfexport integer VRFexport
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Configure advanced Ethernet parameters

On routers with only one Ethernet port, there may be multiple configurable Ethernet instances.
Ethernet 0 is the physical interface. These extra instances are treated as logical Ethernet ports. You
can use them to assign more than one Ethernet IP address to a router.

On routers with more than one physical Ethernet port, the Ethernet instances refer to the different
physical Ethernet ports. These routers can be configured for either HUB mode or Port Isolate mode.

In HUB mode all the Ethernet ports are linked together and behave like an Ethernet hub or switch.
This means that the router will respond to all of its Ethernet IP addresses on all of its ports (as the
hub/ switch behavior links the ports together).

In Port Isolate mode, the router will only respond to its Ethernet 0 IP address on physical port LAN 0,
its Ethernet 1 IP address on physical port LAN 1, etc. The router will not respond to its Ethernet 1
address on port LAN 0 unless routing has been configured appropriately.

When configured for HUB mode, no more than one of the router’s Ethernet interfaces should be
connected to another hub or switch on the same physical network otherwise an Ethernet loop can
occur. The default behavior is HUB rather than Port Isolate.

Web

1. Goto Configuration - Network > Interfaces > Ethernet > ETH n > Advanced.
2. Configure the advanced Ethernet settings as needed:
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w Advanced

This device is currently in Hub mode | Switch to Port Isolate mode

Ethernet Hub group: [g

Metric: |1
MTU: 1800

< Enable auto-negobation
Speed (currently 100Base-T): & Auto 10Base-T 100Base-T

Duplex: @ Aubo O Full Duplex © Half Duplex
Max Rx rate: g kbps

Max Tx rabe: o kbps

TCP transmit buffer size: | bybes

Take this interface out of service after 0 seconds when the link is lost
(e.g. cable removed or broken)

Enable NAT an this interface

Enable IPzec on this interface

Enable the firewall on this interface

Enable DN inbound blocking

Enable DMMNR advertisement from this subnet

Remote management access: No restrichons r
Multhome additional consecutive addresses: 0

Respond to ARP requests anly if the requester is of thiz netwark

Enable IGMF on this interface
Enable Bridge on this interface
Genérate Heartbeats on this inberface

Generate Ping packets on this inkerface

Port Isolate mode

If the router is running in Port Isolate mode, the following will be displayed, with an option to
switch to Hub mode.

Hub Mode (factory default)

If the router is running in Hub mode, the following is displayed, with an option to switch to Port
Isolate mode.

Ethernet Hub group

On routers with a built-in hub/switch, the Ethernet Hub group parameter for each port is
normally set to 0. This means that all ports belong to the same hub. If required, you can use the
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Ethernet Hub group parameter to isolate specific ports to create separate hubs. For example,
if Ethernet 0 and Ethernetl have their Group parameter set to 0 and Ethernet 2 and Ethernet
3 have their Group parameter set to 1, the router is configured as two 2-port hubs instead of
one 4-port hub. This means that traffic on physical ports LAN 0 and LAN 1 is not visible to
traffic on physical ports LAN 2 and LAN 3 (and vice versa). Group numbers can be 0-3 or use
255 for an interface to be in all groups. This parameter is not available on the web page when
the router is configured for Port Isolate mode.

Metric

The connected metric of an interface. Changing this value will alter the metric of dynamic
routes created automatically for this interface. The default metric of a connected interface is 1.
By allowing the interface to have a higher value (lower priority), static routes can take
preference to interface-generated dynamic routes. For normal operation, leave this value
unchanged.

MTU

The Maximum Transmit Unit for the specified interface. The default value is 0, meaning that
the MTU will either be 1504 (for routers using a Kendin Ethernet device) or 1500 (for non-
Kendin devices). The non-zero values must be greater than 128 and not more than the default
value. Values must also be multiples of 4 and the router will automatically adjust invalid values
entered by the user. For example, if the MTU is set to 1000, the largest IP packet that the
router will send is 1000 bytes.

Enable auto-negotiation

Allows the router and a connected Ethernet device to auto-negotiate the speed and duplex of
the Ethernet connection.

Speed (currently 100Base-T)

Select either of the 10Base-T, 100Base-T, or Auto modes. The currently selected mode is
shown in brackets after the parameter name. Enabling Auto-negotiation and manually setting
the speed allows only the selected speed to be negotiated.

Duplex

Select either of Full Duplex, Half Duplex or Auto mode. Enabling Auto-negotiation and
manually setting the Duplex will only allow the selected Duplex mode to be negotiated.

Max Rx rate

On models with multiple Ethernet interfaces, this parameter specifies a maximum data rate in
Kbps that the router receives on this interface. This may be useful in applications where
separate Ethernet interfaces are allocated to separate LANs and it is necessary to prioritize
traffic from one LAN over another.

Max Tx rate

On models with multiple Ethernet interfaces, this parameter specifies a maximum data rate in
kbps that the router will transmit on this interface. This may be useful in applications where
separate Ethernet interfaces are allocated to separate LANs and it is necessary to prioritize
traffic from one LAN over another.
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TCP transmit buffer size

When set to a non-zero value, this parameter sets the TCP buffer size of transmitted packets
in bytes. This is useful for slow / lossy connections such as satellite. Setting this buffer to a low
value will prevent the amount of unacknowledged data from getting too high. If retransmits
are required, a smaller TX buffer helps prevent the flooding of the connection by retransmits.

Take this interface out of service after n seconds when the link is lost
(such as cable removed or broken)

The length of time, in seconds, the router will wait after detecting that an Ethernet cable has
been removed before routes that were using that interface are marked as out of service. If the
parameter is set to 0, the feature is disabled and routes using the interface will not be marked
as out of service if the cable is removed.

Take this interface out of service after 0 seconds when the link is lost
(e.g. cable removed or broken)

¥ Enable MAT on this interface
# IP address IP address and Port

* Enable IPsec on this interface
Keep Security Associations (S4s) when this ETH interface is disconnected
Use interface | Default ¥ | |0 for the source IP address of IPsec packets
# Enable the firewall on this interface

¥ Enable DNS inbound blocking

¥ Enable DMNR advertisement from this subnet
Use tunnel TUM |0 to advertise this subnet on

Enable NAT on this interface

Selects whether the Ethernet interface uses IP, Network Address Translation (NAT), or
Network Address and Port Translation (NAPT). When the parameter is disabled, no NAT occurs.
When enabled, extra options are displayed, described below.

NAT and NAPT have many uses, but the router generally uses them to allow a number of
private IP hosts (PCs for example) to connect to the Internet through a single shared public IP
address. This has two main advantages: it saves on IP address space (the ISP only need assign
you one IP address), and it isolates the private IP hosts from the Internet (effectively providing
a simple firewall because unsolicited traffic from the Internet cannot be routed directly to the
private IP hosts).

To use NAT or NAPT correctly in the example of connecting private hosts to the Internet, NAT
or NAPT should be enabled on the router’s WAN side interface and should be disabled on the
router’s LAN side interface.

IP address

When a private IP host sends a UDP or TCP packet to an Internet IP address, the router will
change the source address of the packet from the private host IP to the router’s public IP
address before forwarding the packet onto the Internet host. Additionally it will create an
entry in a NAT table containing the private IP source address, the private IP port number, the
public IP destination address and the destination port number. Conversely, when the router
receives a reply packet back from the public host, it checks the source IP, source port number
and destination port number in the NAT table to determine which private host to forward the
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packet to. Before it forwards the packet back to the private host, it changes the destination IP
address of the packet from its public IP address to the IP address of the private host.

IP address and Port

This mode behaves like NAT, but in addition to changing the source IP of the packet from the
private host, it can also change the source port number. This is required if more than one
private host attempts to connect using the same local port number to the same Internet host
on the same remote port number. If such a scenario were to occur with NAT, the router would
be unable to determine which private host to route the returning packets to, and the
connection would fail.

Enable IPsec on this interface
Enables or disables IPSec security features for this Ethernet interface.

Use interface x,y for the source IP address of IPsec packets

By default, the source IP address for an IPsec Eroute is the IP address of the interface on
which IPSec was enabled. By setting this parameter to either PPP or Ethernet and the
relevant interface number, the source address IPSec uses matches that of the Ethernet or PPP
interface specified.

Enable the firewall on this interface
Turns Firewall script processing On or Off for this interface.

Enable DNS inbound blocking

Enables or disables blocking DNS requests on the Ethernet interface, to prevent the interface
from responding to DNS requests over this interface.

Enable DMNR advertisement from this subnet

Enables or disables the subnet defined on the Ethernet interface to be advertised on any
defined Dynamic Mobile Network Routing (DMNR) tunnel. DMNR is available on Verizon Wireless
Private Networks. DMNR provides direct access to devices on the Local Area Network (LAN) at
your company’s sites by dynamically advertising locally IP subnets attached to the router's
Ethernet interface(s). Contact Verizon Wireless for more details on DMNR and whether your
network uses DMNR or is eligible for DMNR. For more information on configuring DMNR, see
the Digi document Application Note 53: Configure a Digi TransPort Router to use DMNR
(Dynamic Mobile Network Routing), available on www.digi.com.

Remote management access

The Remote access options parameter can be set to No restrictions, Disable management,
Disable return RST, or Disable management an return RST.
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Remote management access: | No restrictions Ld
Multihome additional consecutive addresses: |0

+ Respond to ARP requests only if the requestor is of this netwaork

¥ Enable IGMP on this interface

* Enable Bridge on this interface
Bridge Instance:(0 ¥

m When set to No restrictions, users on this interface can access the router’s Telnet, FTP,
and web services for the purpose of managing the router.

= When set to Disable management, users on this interface are prevented from
managing the router via Telnet, FTP, or the web interface.

m For Disable return RST, whenever a router receives a TCP SYN packet for one of its
own IP addresses with the destination port set to an unexpected value, such as a port
that the router would normally expect to receive TCP traffic on, it will reply with a TCP
RST packet. This is normal behavior. However, the nature of internet traffic is such that
whenever an internet connection is established, TCYP SYN packets are to be expected.
As the router’s PPP inactivity timer is restarted each time the router transmits data
(but not when it receives data), the standard response of the router to SYN packets
such as transmitting an RST packet, will restart the inactivity timer and prevent the
router from disconnecting the link even when there is no genuine traffic. This effect can
be prevented by using the appropriate commands and options within the firewall script.
However, on Digi 1000 series routers, or where you are not using a firewall, the same
result can be achieved by selecting this option, such as when this option is selected the
normal behavior of the router in responding to SYN packets with RST packets is
disabled. The option will also prevent the router from responding to unsolicited UDP
packets with the normal ICMP destination unreachable responses.

m The Disable management & return RST option prevents users from managing the
router via the Telnet, FTP, and web interfaces and also disables the transmission of TCP
RST packets as above.

Multihome additional consecutive addresses

Defines how many additional (consecutive) addresses the Ethernet driver will own. For
example, if the IP address of the interface is 10.3.20.40, and Multihome additional
consecutive addresses is set to 3, the IP addresses 10.3.20.41, 10.3.20.42, and 10.3.20.43
also belong to the Ethernet interface.

Enable IGMP on this interface
Enables or disables the Internet Group Management Protocol for this Ethernet interface.

Enable Bridge on this interface

Bridge mode only applies to models with built-in Wi-Fi. If Wi-Fi is enabled, you must enable
bridge mode on Eth 0. This creates an Ethernet bridge between the Wi-Fi access point and the

Digi TransPort® Routers User Guide 187



Configuring network interfaces Configure Ethernet interfaces

physical Ethernet interface.
Generate Heartbeats on this interface

Enabling this option displays the parameters for heartbeat packets. These are UDP packets
that can contain status information about the router. You can use them in conjunction with
Remote Manager.

¥ Generate Heartbeats on this interface
Send Heartbeat messages to IP address every (0 hrs [0 mins |0 seconds
Use interface |Default ¥ ||0 for the source IP address
Select the transmit interface using the routing table
Include IMSI information in the Heartbeat message

Include GPS information in the Heartbeat message

Send Heartbeat messages to IP address a.b.c.d every h hrs m mins s seconds

For this setting, a.b.c.d specifies the destination IP address for heartbeat packets and h, m
and s specifies how often the router will transmit heartbeat packets to the specified
destination in (h) Hours, (m) Minutes and (s) Seconds.

Use interface x,y for the source IP address

By default, heartbeat packets is sent with the source IP address of the interface on which they
were generated. If the heartbeat is required to be sent via an IPSec tunnel, use this parameter
to specify the source IP address of the heartbeat packet to ensure the source and destination
match the eroute selectors.

Select the transmit interface using the routing table

When enabled, the UDP heartbeats chooses the best route from the routing table. If disabled
the exit interface will be interface on which the heartbeat is configured.

Include IMSI information in the Heartbeat message
When enabled, the heartbeat includes the IMSI of the cellular module.

Include GPS information in the Heartbeat message

When enabled and the appropriate GPS hardware is installed, the heartbeat includes the GPS
co-ordinates of the router.

Generate Ping packets on this interface

Enabling this option displays the parameters for enabling auto-pings to be transmitted from
this interface. The interface can monitor these pings. If auto-pings were enabled on and if
there is no ping reply, the router takes the interface out of service for a specified amount of
time, before allowing use of the interface again. Another option is to enable auto-pings on this
interface and let the firewall handle taking the interface out of service in the event of a failure.
Both methods are explained in Application Notes on your TransPort product’s Product
Support page.
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+ Generate Ping packets on this interface

Send |0 byte pings to IP host every |0 hrs |0 mins (0 seconds
Switch to sending pings to IP host after |3 failures
Ping responses are expected within [0 seconds

Only send Pings when this Ethernet interface is "In Service"
Mo PING response request interval (s):|0
Take this interface "Out of Service” after receiving no responses for |0 seconds

Keep this interface out of service for |0 seconds

Send n byte pings to IP host a.b.c.d every h hrs m mins s seconds

For this setting, n specifies the payload size of a ping packet when using the auto ping feature.
Leaving this parameter blank uses the default value. The address a.b.c.d specifies the
destination IP address for auto-ping ICMP echo request. The values h, m and s specifies how
often the router transmits Auto-ping packets to the specified destination in (h) Hours, (m)
Minutes and (s) Seconds.

Switch to sending pings to IP host a.b.c.d after n failures

For this setting, a.b.c.d specifies an alternative destination IP address for the auto-ping ICMP
echo request to be sent to, should the main IP address specified in the parameter above fail to
respond. This allows the router to double check there is a problem with the connection and not
just with the remote device not responding. The value n specifies the number of pings that
must fail before the checking the second IP address. The extra IP address check is only
enabled if this parameter is set to something other than 0.

Only send Pings when this Ethernet interface is “In Service”

If this parameter is enabled, this interface sends ICMP echo requests when it is in service only.
The default setting is disabled; ICMP echo requests are sent when the interface is in service
and out of service.

Take this interface “Out of Service” after receiving no responses for s seconds

The length of time, in seconds, before a route will be designated as being out of service if there
has been no response to ANY of the ICMP echo requests during that time period.

Keep this interface out of service for s seconds

The length of time, in seconds, for which any routes using this Ethernet interface are held out
of service after a ping failure is detected.

3. Click Apply.

Command line

ethvlan n/a Switch to Port Isolate Mode

n/a n/a ethhub n/a Switch to Hub Mode
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eth n
eth n
eth n
eth n
eth n
eth n
eth n
eth n
eth n
eth n
eth n
eth n
eth n
eth n
eth n
eth n
eth n
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group
metric
mtu
auton

speed

duplex

maxkbps
maxtkbps
tcptxbuf

linkdeact

do_nat

ipsec

ipsecent

ipsecadd

firewall
block_dns

dmnr_reg

nocfg

0-3,255
1-16
64-1500
0,1
0,10, 100

0,1,2

value in kbps
value in kbps
value in bytes

0-86400

0,1,2

0,1

blank, eth, ppp

0-255

0,1
on, off

on, off

0,1,2,3

Ethernet Hub group
Metric

MTU

Enable auto-negotiation

Speed

0=Auto
10=10-BaseT
100=100-BaseT

Duplex
0=Auto
1=Full

2=Half

Max Rx rate
Max Tx rate
TCP transmit buffer size

Take this interface out of service after n
seconds when the link is lost

Enable NAT on this interface
0=Disabled

1=IP address

2=IP address and Port

Enable IPsec on this interface

Use interface x,y for the source IP
address of IPsec packets
x=Interface type

Use interface x,y for the source IP
address of IPsec packets
y=interface number

Enable the firewall on this interface
Enable DNS inbound blocking

Enable DMNR advertisement from this
subnet

Remote management access

0=No restrictions

1=Disable management

2=Disable return RST

3=Disable management and return RST
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mhome 0-255 Multihome additional consecutive
addresses
eth n igmp 0,1 Enable IGMP on this interface
eth n bridge 0,1 Enable Bridge on this interface
eth n heartbeatip | IP address Send Heartbeat messages to IP address

a.b.c.d every h hrs m mins s seconds

eth n hrtbeatint 0-86400 Send Heartbeat messages to IP address
a.b.c.d every h hrs m mins s seconds
This CLI value is entered in seconds only.

eth n hbipent blank, eth, ppp | Use interface x,y for the source IP
address
x=Interface type

eth n hbipadd 0-255 Use interface x,y for the source IP
address
y=interface number

eth n hbroute 0,1 Select the transmit interface using the
routing table

eth n hbimsi 0,1 Include IMSI information in the
Heartbeat message
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Configure Ethernet Quality of Service (QoS) parameters

Web

1. Goto Configuration > Network > Interfaces >Ethernet> ETH n > QoS.
The parameters on the QoS page control the Quality of Service management facility. Each
Ethernet interface has an associated QoS instance, where ETH 0 maps to QoS 5, ETH 1 maps to
QoS 6 and so on. These QoS instances include ten QoS queues into which packets may be
placed when using QoS. Each of these queues must be assigned a queue profile from the
twelve available.

- oS
¢ Enable Qo5 on this interface
Link speed: |54 kbps
Queue Profile Priority
] nr Yery High ¥
1 1 r High r
] 2 r Medium ¥
3 3 ¥ Low ¥
4 4 ¥ Very Low ¥
5 4 ¥ Very Low ¥
B 4 ¥ Very Low ¥
Fj 4 ¥ Very Low ¥
8 4 ¥ Very Low ¥
9 4 ¥ Very Low ¥
10 4 ¥ Very Low ¥
11 4 ¥ Very Low ¥
12 4 ¥ Very Low ¥
13 4 ¥ Very Low ¥
14 4 ¥ Very Low ¥

2. Enter the QoS parameters as needed:

Enable QoS on this interface
When enabled, displays the following QoS configuration parameters:-

Link speed n Kbps

Set this setting to the maximum data rate that this PPP link is capable of sustaining. The
router uses this setting when calculating whether or not the data rate from a queue can
exceed its minimum Kbps setting, as determined by the profile assigned to it and send at a
higher rate (up to the maximum Kbps setting).

Queue n

Below this column heading is a list of ten queue instances. Each instance is associated with the
profile and priority on the same row.
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Profile n

This column contains the profile to be associated with the queue. There are twelve available,
0-11, selected from the drop-down list boxes.

Priority
This column contains drop-down menu boxes for assigning a priority to the selected queue. The
priorities available are Very High, High, Medium, Low, and Very Low.

3. Click Apply.

Command line

linkkbps Integer Link speed n kbps

gos n gOprof 0-11 Queue 0 Profile
qos n qOprio 0-4 Queue 0 Priority

0=Very high

1=High

2=Medium

3=Low

4=Very Low
gos n glprof 0-11 Queue 1 Profile
gos n glprio 0-4 Queue 1 Priority
gos n g2prof 0-11 Queue 2 Profile
qos n g2prio 0-4 Queue 2 Priority
gos n g3prof 0-11 Queue 3 Profile
gos n g3prio 0-4 Queue 3 Priority
gos n g4prof 0-11 Queue 4 Profile
qos n g4prio 0-4 Queue 4 Priority
gos n g5prof 0-11 Queue 5 Profile
gos n g5prio 0-4 Queue 5 Priority
gos n g6prof 0-11 Queue 6 Profile
qos n gé6prio 0-4 Queue 6 Priority
gos n q7prof 0-11 Queue 7 Profile
gos n g7prio 0-4 Queue 7 Priority
gos n g8prof 0-11 Queue 8 Profile
qos n g8prio 0-4 Queue 8 Priority
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q9prof 0-11 Queue 9 Profile

qos n g9prio 0-4 Queue 9 Priority
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Configure Ethernet Virtual Router Redundancy Protocol (VRRP)

VRRP (Virtual Router Redundancy Protocol) allows multiple physical routers to appear as a single
gateway for IP communications in order to provide back-up WAN communications in the event that
the primary router in the group fails in some way. It works by allowing multiple routers to monitor
data on the same IP address. One router is designated as the master of the address and under
normal circumstances it will route data as usual. However, the VRRP protocol allows the other routers
in the VRRP group to monitor the master and if they detect that it is no longer operating, negotiate
with each other to take over the role as owner. The protocol also facilitates the automatic re-
prioritization of the original owner when it returns to operation.

Web

1. Goto Configuration > Network > Interfaces >Ethernet> ETH n > VRRP.

| VRRP |
¥ Enable VRRP aon this interface

VRRP Group ID:|D
WRRP Priority:|0
Send advertisements every |1 seconds when in MASTER mode
Switch to MASTER mode if no advertisements are received within |3 seconds

Delay VRRP startup by |0 seconds after the ethernet interface connects

Boost the priority by |0 for |0 seconds after switching to the MASTER. state
Enable YRRP+ Probing
Adjust priority according to status of another VRRP

2. Enter VRRP parameters:

Enable VRRP on this interface
Enables VRRP on this interface.

VRRP Group ID

The VRRP group ID parameter identifies routers that are configured to operate within the
same VRRP group. The default value is 0 which means that VRRP is disabled on this Ethernet
interface. The value may be set to a number from 1 to 255 to enable VRRP and include this
Ethernet port in the specified VRRP group.

VRRP Priority

The priority level of this Ethernet interface within the VRRP group from 0 to 255. 255 is the
highest priority and setting the priority to this value would designate this Ethernet interface as
the initial master within the group. The value selected for the VRRP priority should reflect the
values selected for other routers within the VRRP group, such as no two routers in the group
should be initialized with the same value.
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Boost the priority by n for s seconds after switching to the MASTER state

Increases the VRRP priority by the specified amount for the specified amount of time when the
router has become the VRRP group master. This option can be used to provide network
stability when the original master cycles between on- and offline, causing repeated VRRP state
switches.

Enable VRRP+ Probing

Enables VRRP+ probing on this Ethernet interface. VRRP+ probing allows a secondary router to
take over as master under a wider range of activity, by dynamically adjusting the VRRP priority
of aninterface and if necessary, changing the status of that interface from master to backup
or vice-versa. It does this by probing an interface, either by sending an ICMP echo request
(PING) or by attempting to open a TCP socket to the specified Probe IP address.

+ Enable VRRP+ Probing

Send ¥ | probe to IP address TCP port |0
every |0 seconds when in Backup state

every |0 seconds when in Master state

Adjust priority by |0 Down ¥ | after |0 probe failures

Reset probe failure count after |0 probe successes

Use interface |Auto r 0 over which to send probe

Get the source IP address from interface |Auto ¥ 0

Send p probe to IP address a.b.c.d TCP port n

Configures VRRP+ to send a probe packet to the appropriate IP address and TCP port. The TCP
port is needed if the probe type is TCP. The routing code determines which interface to use.
This allows the router to test other interfaces and adjust the VRRP priority according to the
status of that interface. For example, the user may wish to configure probing in such a way
that the Digi router WAN interface is tested, and adjust the VRRP priority down if the WAN is
not operational. Another example would be to probe the WAN interface of another VRRP
router, and adjust the local VRRP priority up if that WAN interface is not operational. When
configured to probe in this manner, it is necessary to configure a second Ethernet interface to
be on the same subnet as the VRRP interface. This is because you cannot use the VRRP
interface when it is in backup mode. The probes should be sent on this second interface. The
second interface has the other VRRP router as its gateway. Configure the routing table to
direct packets for the probe address to the desired interface.

every n seconds when in Backup state
The interval between successive probe attempts when the interface is in Backup state.

every n seconds when in Master state
The interval between successive probe attempts when the interface is in Master state.

Adjust priority n dir after x probe failures

Controls by how much and in which direction the VRRP priority is adjusted when the specified
number of probes have failed.
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Reset probe failure count after n probe successes

The number of consecutive successful probes required before the current failure count is reset
to 0.

Use interface x,y over which to send probe
Overrides the routing code and forces the probe packets to be sent out of a specific interface.

Get the source IP address from interface x,y

Enables probe packets having the source IP address from a specific interface, rather than the
interface over which it is being transmitted.

3. Click Apply.

Command line

Command | Instance | Parameter Values Equivalent web parameter
eth n vrrpid 0-255 VRRP Group ID

eth n vrrpprio 0-255 VRRP Priority

eth n vboostprio 0-255 Boost the priority by n for s

seconds after switching to the
MASTER state

eth n vboostsecs Integer Boost the priority by n for s
seconds after switching to the
MASTER state

eth n vprobemode off, TCP,ICMP | Send p probe to IP address
a.b.c.d TCP port n

eth n vprobeip IP Address Send p probe to IP address
a.b.c.d TCP port n

eth n vprobeport 0-65535 Send p probe to IP address
a.b.c.d TCP port n

eth n vprobebackint 0-32767 every n seconds when in
Backup state

eth n vprobemastint 0-32767 every n seconds when in Master
state

eth n vprobead] 0-255 Adjust priority n dir after x
probe failures

eth n vprobeadjup 0=down Adjust priority n dir after x

1=up probe failures
eth n vprobefailcnt 0-255 Adjust priority n dir after x

probe failures
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vprobesuccesscnt 0-255 Reset probe failure count after
n probe successes

eth n vprobeent Auto, ETH, PPP | Use interface x,y over which to
send probe

eth n vprobeadd Integer Use interface x,y over which to
send probe

eth n vprobeipent Auto, ETH, PPP | Get the source IP address from

interface x,y

eth n vprobeipadd Integer Get the source IP address from
interface x,y
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Configure logical Ethernet interfaces

Logical Ethernet interfaces are virtual Ethernet interfaces.

Logical Ethernet interfaces assign extra IP addresses to the router on the same or an alternate
subnet using the same physical Ethernet connection.

You can use Logical Ethernet interfaces as a bridging feature, for example, in a Wi-Fi configuration,
where it is desirable to not use a physical interface for the bridging.

You can configure them similarly to standard Ethernet interfaces, except for the Speed and Duplex
settings, which require a physical interface.

Web

1. Goto Configuration > Network > Interfaces >Ethernet> Logical Ethernet Interfaces.

= Logical Ethernet Interfaces
P ETH 12
ETH 13
ETH 14
ETH 15
ETH 16
ETH 17
ETH 18
ETH 19
ETH 20
ETH 21
ETH 22
ETH 23
ETH 24
ETH 25
ETH 26
ETH 27

T W W W W W W W W W W W w ww

2. Configure the Ethernet settings as needed. For parameter descriptions, see Configure basic
Ethernet IP address parameters, Configure advanced Ethernet parameters, Configure Quality
of Service (QoS), and Configure Ethernet Virtual Router Redundancy Protocol (VRRP).

3. Click Apply.

Command line

Use the eth and qos commands to configure logical Ethernet interfaces, as documented in the
Command line sections of these topics: Configure basic Ethernet IP address parameters, Configure
advanced Ethernet parameters, Configure Quality of Service (QoS), and Configure Ethernet Virtual
Router Redundancy Protocol (VRRP).
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Configure which Ethernet devices can send packets to the router
(MAC filtering)

Ethernet MAC filtering restricts which Ethernet devices can send packets to the router. If MAC filtering
is enabled on an Ethernet interface, only Ethernet packets with a source MAC address that is
configured in the MAC Filter table will be allowed. If the source MAC address is not in the MAC Filter
table, the packet will dropped.

Web

1. Goto Configuration > Network > Interfaces >Ethernet> MAC Filtering.
2. Configure MAC filtering settings:

Enable MAC filtering on Ethernet interfaces
Enables MAC filtering on a specific Ethernet interface.

+ MAC Filtering

Caution: Carefully review settings before applying changes. Incorrect settings can
malke this router inaccessible from the netwark.

Enable MAC filtering on Ethernet interfaces

Interface Enable
ETH O
ETH 1
ETH 2
ETH 3
ETH 4
ETH S
ETH &
ETH 7
ETH 8

MAC Address

The Ethernet source MAC address to allow. It is possible to allow a range of MAC addresses by
configuring only the significant part of the MAC address. such as 00:04:2d will allow all
Ethernet packets with a source MAC address starting with 00:04:2d.

MAC Address
Mo MAC addresses have been added
| Add |
Apply
3. Click Apply.
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Command line

Command | Instance | Parameter Values Equivalent web parameter
eth n macfilt on, off Enable MAC filtering on
Ethernet interfaces
macfilt n mac MAC address with no MAC Address
separators.
Partial MAC address are
allowed.

Digi TransPort® Routers User Guide 201



Configuring network interfaces Configure Ethernet interfaces

Configure an Ethernet bridge between two networks (MAC bridging)

The Ethernet MAC bridge function creates an Ethernet bridge between two physically separate
Ethernet networks. It is possible to allow bridging over DSL, W-Wan, ISDN and PSTN connections but
note that the only restriction on the traffic sent across the link is done via MAC address filtering and
that all Ethernet traffic will be bridged, no firewall restrictions are applied to this traffic.

Once the bridge has been configured, the MAC addresses to bridge need to be configured in the MAC
bridge table.

Web
1. Goto Configuration > Network > Interfaces >Ethernet> MAC Filtering.

+ MAC Bridging

Enable MAC bridging on Ethernet interfaces

Listen
Interface Enable Forward to Host Port on
Port
ETH O 0 0
ETH1 0 0
ETH 2 0 0
ETH 3 0 0
ETH 4 0 0
ETH 5 0 0
ETH & 0 0
ETH 7 0 0
ETH & 0 0
ETH 9 0 0

2. Configure MAC bridging settings:

Enable
Enables MAC bridging on the Ethernet interface.

Forward to Host
The IP address of the remote router to which the Ethernet packets will be bridged.

Port
The TCP port that the remote router is listening on.

Listen on Port
The TCP port that the router will listen on for incoming bridged packet from the remote router.

MAC Address

The Ethernet destination MAC address of packets to be bridged. It is possible to allow a range
of MAC addresses by configuring only the significant part of the MAC address. such as 00042d
will allow all Ethernet packets with a source MAC address starting with 00:04:2d.

3. Click Apply.
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Command line

Command |Instance | Parameter Values
eth n srcbhost IP Address
eth n srchport 0-65535
eth n srcblistenport 0-65535
bridgemac | n mac

separators.

Partial MAC address

are allowed.
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Equivalent web parameter
Forward to IP address

Port

Listen on Port

MAC Address
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Configure Rapid Spanning Tree Protocol (RSTP)

The Rapid Spanning Tree Protocol (RSTP) is a Layer 2 protocol which ensures a loop free topology on a
switched or bridged LAN while allowing redundant physical links between switches. When enabled, the
TransPort device uses RSTP but this is backwards compatible with STP.

If the router is in Port Isolate mode, RSTP is not enabled. If an Ethernet interface is configured with a
hub group, RSTP is disabled on that interface.

'ﬁ\leb

Enable RSTP
Enables RSTP on the router.

Priority
The RSTP priority.

Group
The RSTP group that the router is in.

Command line

Command Instance Parameter Values Equivalent web parameter
stp 0 enable on, off Enable RSTP
stp 0 prio 0-65535 Priority
stp 0 group - Group
stp 0 debug 0,1 Not available on the web
interface.
View port status

To view the status of RSTP/STP on a router’s Ethernet ports, use the following commands:

stp show

Port 0, Designated, Forwarding ctrl2:0x6
Port 1, Backup, Discarding ctrl2:0x1
Port 2, Backup, Discarding ctrl2:0x1
Port 3, Disabled, D scarding ctrl2:0x1

The port roles are:

Role Description

Disabled There is nothing physically connected to this Ethernet port.

Root Aforwarding port that has been elected for the spanning-tree topology, towards the
root bridge.
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e o

Designated
Alternate

Backup

Aforwarding port for every LAN segment, away from the root bridge.
An alternate path to the root bridge. This path is different than using the root port.

A backup/redundant path to a segment where another bridge port already connects.

The STP port states are:

e e

Disabled

Listening

Learning

Forwarding

Locking

The port is not functioning and cannot send or receive data.

The port is sending and receiving BPDUs and participates in the election process of
the root bridge. Ethernet frames are discarded.

The port does not yet forward frames, but learns source addresses from frames
received and adds them to the MAC address table.

The port receiving and sending data, normal operation. STP still monitors incoming
BPDUs that would indicate it should return to the blocking state to prevent a loop.

A port that would cause a switching loop, no user data is sent or received but it may
go into forwarding mode if the other links in use were to fail and the spanning tree
algorithm determines the port may transition to the forwarding state. BPDU data is
still received in blocking state.

The RSTP port states are:

e oerpion

Learning

Forwarding

Discarding

The port does not yet forward frames but it does learn source addresses from
frames received and adds them to the MAC address table. The port processes
BPDUs.

The port receiving and sending data, normal operation. STP still monitors incoming
BPDUs that would indicate it should return to the blocking state to prevent a loop.

A port that would cause a switching loop, no user data is sent or received but it may
go into forwarding mode if the other links in use were to fail and the spanning tree
algorithm determines the port may transition to the forwarding state. BPDU data is
still received in blocking state.
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Configure Virtual LAN (VLAN) support

Virtual LANs (VLANSs) allow splitting a single physical LAN into separate Virtual LANs. This is useful for
security reasons, and also helps cut down on broadcast traffic on the LAN.

Web
1. Goto Configuration > Network > Interfaces >Ethernet> VLANS.

- VLANS

Enable VLAN support on Ethernet interfaces

Interface Enable
ETH O
ETH
ETH
ETH
ETH
ETH
ETH
ETH
ETH
ETH

WDO0D s W e W R

2. Configure virtual LAN settings:

Enable VLAN support on Ethernet interfaces
This parameter enables VLAN support on the Ethernet interface.

VLAN ID

The ID of the Virtual LAN. The TCP header uses the VLAN ID to identify the destination VLAN for
the packet.

You can configure up to 20 VLANs

VLAN Ethernet Source
ID Interface Lo IP Address Sooanm oo
Mo VLAM configurations have been added
0T | Add |
Reserve VLAM ID O for system usage
| Apply

Ethernet Interface
The Ethernet port that tags the outgoing packets. Packets sent from this interface have VLAN
tagging applied.
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3.

IP Address

The destination IP address. This parameter is optional. If configured, only packets destined for
this IP address have VLAN tagging applied.

Mask

The destination IP subnet mask. This parameter is optional. If configured, only packets
destined for this IP subnet mask have VLAN tagging applied.

Source IP Address

The source IP address. This parameter is optional. If configured, only packets from this IP
address have VLAN tagging applied.

Source Mask

The source IP subnet mask. This parameter is optional. If configured, only packets from this IP
subnet mask have VLAN tagging applied.

Click Apply.

Command line

Command Instance Parameter Values Equivalent web parameter

eth n vlan on, off Enable VLAN support on Ethernet
interfaces

vlan n vlanid 0-4095 VLAN ID

vlan n ethctx Integer Ethernet Interface

vlan n ipaddr IP Address IP Address

vlan n mask IP Mask Mask

vlan n srcipaddr IP Address Source IP Address

vlan n srcmask IP Mask Source Mask
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Configure Wi-Fi interfaces

The Configuration > Network > Interfaces > Wi-Fi section of the web interface that contains the
configuration options required to configure and enable the Wi-Fi features.
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Configure global Wi-Fi settings

Because of national restrictions on the channels available for use, the correct country should be
selected from the drop down list to restrict the channels that are legal to use by the router. If
required, a specific channel can be selected to override the auto selection. The Antenna setting is not
available on some but not all TransPort WR routers.

Web

1. Goto Configuration > Network > Interfaces > Wi-Fi > Global Wi-Fi Settings.

I!'nu!igurntinu Network > Interfaces > Wi-Fi > Glabal Wi-Fi Settings

w Interfaces
» Ethernet
- Wi-Fi
= Global Wi-Fi Settings

Country: | United States r
Remote management access: | No restrictions v
Hetwork Mode: |B/G/N v
Channel:  Auto ¥

Antenna: | Auto ¥

¢ Advanced
F Wi-Fi Hotspot
F Wi-Fi Filtering

2. Configure global Wi-Fi settings:

Country

Selecting a country from the drop down list restricts the channels that the router will use. See
for more info on licensed channels.

Network Mode

Select your chosen mode of operation from the drop down list. The available options vary by
router, and some operation modes may not be available on some models.

Channel

Selecting Auto allows the router to scan for a free channel within the range of legal channels
for the selected country. It is possible to manually select a specific channel to use, but make
sure the selected channel is legal to use in the country.

3. Click Apply.
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Command line

Command | Instance Parameter Values Equivalent web parameter
wifi 0 country Country name Country

wifi 0 chanmode a, an, anac, bg, bgn Network Mode

wifi 0 channel auto, 1-14, 36,40, 44, Channel

48,56, 60, 64, 149,
153,155,157, 161,
165

wifi 0 nocfg 0 - No restrictions Remote Management access
1 - Disable
management
2 - Disable return
RST
3-Disable
management and
return RST

wifi 0 antenna 0 - Auto Antenna
1-Primary
2 - Secondary

Restricting Wi-Fi channels by country

The web interface Country setting and CLI wifi country parameter allow specifying a country name to
restrict the number of channels the router uses according to the channels supported in a particular
country. Following is a list of the countries that are currently supported:
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Albania
Algeria
Argentina
Armenia
Australia
Austria
Azerbaijan
Bahrain
Belarus
Belgium
Belize
Bolivia
Brazil
Brunei
Bulgaria
Canada
Chile
China
Colombia
Costa Rica
Croatia
Cyprus
Czech Republic
Denmark
Dominican Republic
Ecuador
Egypt

El Salvador
Estonia
Faroe Islands
Finland
France
Georgia
Germany
Greece

Guatemala
Honduras
Hong Kong
Hungary
Iceland
India
Indonesia
Iran

Iraq

Ireland
Israel

Italy
Jamaica
Japan
Jordan
Kazakhstan
Kenya
North Korea
South Korea
Kuwait
Latvia
Lebanon
Libya
Liechtenstein
Lithuania
Luxembourg
Macau
Macedonia
Malaysia
Mexico
Monaco
Morocco
Netherlands
New Zealand
Nicaragua
Norway

Configure Wi-Fi interfaces

Oman
Pakistan
Panama
Paraguay
Peru
Philippines
Poland
Portugal
Puerto Rico
Qatar
Romania
Russia

Saudi Arabia
Singapore
Slovak Republic
Slovenia
South Africa
Spain
Sweden
Switzerland
Syria

Taiwan
Thailand
Trinidad and Tobago
Tunisia
Turkey

U.AE.
Ukraine
United Kingdom
United States
Uruguay
Uzbekistan
Venezuela
Vietham
Yemen
Zimbabwe

Licensed channels when channel number is set to Auto

When the channel number is Auto, the licensed channels the router uses are:

EMEA (excluding France)

France

Americas (excluding Mexico)

Mexico
Israel
China

Japan
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1-13

10-13

1-11

1-8 Indoor, 9-11 outdoor
3-9

1-11

1-14

36,40, 44, 48
36, 40, 44, 48

36,40, 44, 48, 149, 153, 157, 161, 165
36,40, 44, 48, 149, 153, 157, 161, 165
36,40, 44, 48, 149, 153, 157, 161, 165
149,153, 157,161, 165

36,40, 44,48
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It is illegal to use restricted channels in certain countries.
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Configure advanced global Wi-Fi settings

The Advanced Global Wi-Fi settings control the behavior of the protocols used in Wi-Fi communications
at a more detailed level.

Web

1. Goto Configuration > Network > Interfaces > Wi-Fi > Global Wi-Fi Settings > Advanced.
2. Configure advanced global Wi-Fi settings as needed:

EAP Timeout

An inactivity timeout during enterprise mode authentication. This parameter is used when the
device is configured as an Access Point.

EAP Identity Request Timeout

When the device is configured as an Access Point, this parameter sets the time the device
waits after sending an ID request to the Wi-Fi client.

Noise floor offset

This parameter applies to TransPort WR44v2 models with a Wi-Fi a/b/g/n module only.
Normally, users do not need to change this parameter.

An offset, specified in dBm, that is added to the noise floor calculated by the Wi-Fi module and
used in clear-channel assessment when frames are transmitted, and in determining the signal
strength of clients. Using this parameter can address problems in noisy environments where
the Wi-Fi module may calculate the noise floor as too low, which can result in a breakdown in
Wi-Fi communications. Note, however, that a higher noise floor offset value can result in
decreased sensitivity (range).

CAUTION! Changing this value from its default of 0 dBm can severely impact device
performance. Change this setting only under the direction of Digi Technical Support.

3. Click Apply.

Command line

wifi eapto <seconds>; EAP Timeout
default is 30
seconds

wifi 0 eapidreqto <seconds>; EAP Identity Request Timeout
default is 30
seconds

wifi 0 noise_floor_offset | <integer value> Noise floor offset
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Configure a Wi-Fi node as a hotspot
The Wi-Fi Hotspot settings apply to using any Wi-Fi node as a hotspot.

Web

1. Goto Configuration > Network > Interfaces > Wi-Fi > Global Wi-Fi Settings > Wi-Fi
Hotspot.

2. Configure Wi-Fi hotspot settings:

Enable Wi-Fi Hotspot on
Enables or disables Wi-Fi Hotspot support on a particular Wi-Fi node.

Splashscreen filename

Selects an ASP web file that will be presented to the client’s internet browser when they
connect for the first time.

Each client can connect for h hrs m mins

The amount of time that a Wi-Fi client can use the Wi-Fi hotspot before having to re-
authenticate.

Require Wi-Fi client authentication

If enabled, specifies that Wi-Fi hotspot authentication is required for Wi-Fi clients. You can then
select the RADIUS configuration to use.

Hotspot Exceptions

It is possible to configure a number of web locations for which authentication is not required.
These settings allow the splashscreen to access these locations in order to display them to the
client when authenticating.

3. Click Apply.

Command line

Command | Instance | Parameter Values Equivalent web parameter

wifinode | n hotspot on, off Enable Wi-Fi Hotspot on

wifi 0 hotspot_fname Filename Splashscreen filename

wifi 0 hotspot_lifetime | Integer Each client can connect for h hrs m
mins.The CLI value is entered in seconds
only.

wifi 0 hotspot_auth on, off Require Wi-Fi client authentication

wifi 0 hotspot_ 0,1 Use RADIUS instance

radiuscfg
hshosts n host Hostname | Hotspot Exceptions
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Configure Wi-Fi filtering

You can restrict access to the router via Wi-Fi. When the filtering is enabled, only MAC addresses
configured in the table will be allowed to connect to the router.

Web
1. Goto Configuration > Network > Interfaces > Wi-Fi > Global Wi-Fi Settings > Wi-Fi
Filtering.
2. Configure Wi-Fifiltering settings:

Enable Wi-Fi filtering

Enable Wi-Fi filtering so that only clients who have their Wi-Fi MAC address configured in the
MAC address table will be allowed to connect.

MAC Address
MAC addresses of Wi-Fi client that you wish to allow access to.

Avalid MAC address has the format: 11:22:33:44:55:66. When entering this parameter, omit
the : separators. For example, 112233445566.

Carefully review settings before applying changes. Incorrect settings can make the
TransPort device inaccessible from the Wi-Fi network.

3. Click Apply.

Command line

Command | Instance | Parameter Values Equivalent web parameter
wifinode | n macfilter on, off Enable Wi-Fi filtering

wifi 0 mac MAC address MAC Address
with no
separators,
such as
112233445566
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Configure a Wi-Fi node

When a Wi-Fi interface is configured to be an Access Point, an SSID must be configured for a Wi-Fi
interface to operate.

To forward packets to and from a Wi-Fi interface, the Wi-Fi interface must be bridged to a configured
Ethernet interface. The Wi-Fi interface and Ethernet interface must be in the same Bridge instance.

If a DHCP server is required to run on the Wi-Fi interface, the DHCP server instance corresponding
bridged Ethernet interface should be configured.

In some cases, it may be necessary to bridge multiple Ethernet instances to a single Wi-Fi instance. If
this is required, only one Ethernet instance should be configured.

Web

1. Goto Configuration > Network > Interfaces > Wi-Fi > Wi-Fi Node n.
2. Configure the Wi-Fi node settings:

Enable this Wi-Fi interface

Enables or disables the Wi-Fi interface.

Description
A descriptive name for the Wi-Fi interface to make it easier to identify.

SSID

When the Wi-Fi interface is configured to be an Access Point, this is the SSID that is advertised
to the Wi-Fi clients.

When the Wi-Fi interface is configured to be a Client, this is the SSID of the Access Point to
which you wish to connect.

Mode

The Wi-Fiinterface can run in various modes. The options are:
m  Access Point
m Client

Rogue Detection (Scan for unauthorised Access Points)

This Wi-Fi interface is a member of Bridge instance n and therefore bridged to the following
interfaces. The options are:

m Access Point. When the Wi-Fi interface is configured to be an Access Point, to forward
packets to and from the Wi-Fi interface, it must be bridged with an Ethernet interface
using a Bridge instance.

m Client
Interface

Interfaces that are currently members of the selected Bridge instance. Note that multiple Wi-Fi
interfaces can be members of the same Bridge instance.
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Link this Wi-Fi client interface with Ethernet n

When the Wi-Fi interface is configured to be a client, it must be bridged to a particular Ethernet
interface.

This Wi-Fi rogue scanner will use Ethernet n

When the Wi-Fi interface is configured to be a rogue scanner, it uses the selected Ethernet
interface.

Hide SSID

When enabled, the SSID is not included in the beacon messages transmitted by the Wi-Fi
interface when in Access Point mode. This means that Wi-Fi clients cannot auto-detect the
Access Point.

Enable station isolation

When enabled, connected Wi-Fi clients cannot communicate with other Wi-Fi clients or Ethernet
hosts connected to this Access Point.

Click here to assign a timeband to this interface

You can optionally assign a time band to the Wi-Fi interface. Time bands determine periods of
time during which the router allows activating PPP or Wi-Fi interfaces or prevents them from
activating. The Configuration > Network > Timebands

page opens with a list of interfaces. Go to the Wi-Fi interface list and enable time bands as
desired. See Configure a time band for more information.

3. Inthe Security section, configure Wi-Fi security for the node:

If you are using multiple Wi-Fi interfaces at the same time, the interfaces must use the same
security settings, except for the pre-shared key (PSK). The only alternative is to use Wi-Fi with
no security.

Use the following security on this Wi-Fi interface
Selects the security on this Wi-Fi interface. The options are:

m None

s WEP

= WPA-Personal

m WPA2-Personal

m WPA-Enterprise

m WPA2-Enterprise

WEP Settings

The various WEP security settings for both Access Point and Client modes.

WEP Key size
The WEP key size to use.
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WEP Key index

The WEP key index number. This needs to match the index selected on the connecting Wi-Fi
clients or Access Points that this router wishes to connect to.

WEP Key / Confirm WEP Key

If the WEP key size is 64 bits, the key should be 5 characters long. If the WEP key size is 128
bits, the key should be 13 characters long.

WPA-PSK / WPA2-PSK
The various WPA-PSK / WPA2-PSK security settings for both Access Point and Client modes.

WPA Encryption

The encryption algorithm to use. The options are:
m TKIP
m AES (CCMP)

WPA pre-shared key / Confirm WPA pre-shared key
The pre-shared key (PSK) to use. It must be between 8 and 63 characters long.

WPA-RADIUS / WPA2-RADIUS

The various WPA-RADIUS / WPA2- RADIUS security settings for both Access Point and Client
modes.

WPA Encryption

The encryption algorithm to use. The options are:
m TKIP
m AES (CCMP)

RADIUS NAS ID
The NAS ID of the RADIUS server.

RADIUS Server IP Address
The IP address of the RADIUS server

RADIUS Server Password / Confirm RADIUS Server Password
The password of the RADIUS server.
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4. To connect the Wi-Fi node to an existing Wi-Fi Access Point, click Network Scanning and click
Perform Network Scan. The router scans the local airwaves for any Access Points that are

present, and lists the results in a table:
* Wi-Fi Node 0

* Network Scanning

| Perform Metwork Scan |

S5ID MAC Security
NISEET 00:14:78:D9:84:44 WPAZ2 Personal
wu24hz ©0:E7:01:C4:28:B0  WPA2 Personal
NISBET AO:F32:C1:E4:9F:89 WPAZ Personal
NISBET 00:18:E7:FC:AD:EC WPAZ2 Personal
Finished MNetwork Scan.

Wireless Networks

WPA Type Signal Channel

AES good 1
AES good 1
AES good 6
AES excellent 12

Click Connect to connect to one of the Access Points.
5. Click Apply.

Command line

Basic Wi-Fi node settings

Command | Instance | Parameter Values
wifinode 0 enabled on, off
wifinode 0 descr String
wifinode 0 ssid String up to 32
characters
wifinode 0 mode ap, client,
rogue
wifinode o) bridge_inst 0-3
eth n bridge_inst 0-3
eth n wificli on, off
eth n wificli_add Integer
wifinode 0 broadcastssid on, off
wifinode 0 isolation on, off
wifinode n roam_threshold | RSSI value
wifinode n roam_timeout | Seconds
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Equivalent web parameter
Enable this Wi-Fi interface
Description

SSID

Mode

This Wi-Fi interface is a member of
Bridge instance n and therefore
bridged to the following interfaces

Interface

Link this Wi-Fi client interface with
Ethernet n

Link this Wi-Fi client interface with
Ethernet n

Hide SSID
Enable station isolation
None; command-line only

None; command-line only
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The roam_threshold and roam_timeout parameters can impact monitoring. If roam_threshold
and roam_timeout are both non-zero, and the Wi-Fi node is configured in client mode, monitoring of
the signal strength of the link to the currently associated Access Point starts as soon as the client has
successfully connected to that Access Point. Signal strength monitoring stops at any time the client
disconnects from the Access Point. If the RSSI of frames received from the Access Point stays below
the roam_threshold for roam_timeout consecutive seconds, monitoring stops and the client starts
scanning for Access Points.

Wi-Fi node security settings

Command Instance Parameter Values Equivalent web parameter
wifinode 0 security none Use the following security on this
wep Wi-Fi interface
wpapsk
wpa2psk
wparadius
wpa2radius
wifinode 0 weptype open, Not available on the WEB.
sharedkey
wifinode 0 wepkeylen 64,128 WEP Key size
wifinode 0 wepkeyindex | 1-4 WEP Key index
wifinode 0 wpatype tkip, aes WPA Encryption
wifinode 0 sharedkey text WEP Key/WPA pre-shared key
radcli n* nasid String RADIUS NAS ID
radcli n* server IP Address RADIUS Server IP Address
radcli n* password String RADIUS Server Password

* The Wi-Fi interfaces each use a fixed RADIUS client. For example:

m  Wi-FiO uses radcli 1
m Wi-Fi 1 uses radcli 2

m  Wi-Fi 2 uses radcli 3, and so on.

The following table details the authentication and encryption algorithms and the CLI commands
needed to configure them.

Network Authentication Data Encryption CLI Commands

Open Disabled wifinode 0 security none

Shared Disabled Not supported
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Network Authentication Data Encryption CLI Commands

Open WEP
Shared WEP
WPA TKIP
WPA2 TKIP
WPA-PSK TKIP
WPA2-PSK TKIP
WPA AES
WPA2 AES
WPA-PSK AES
WPA2-PSK AES

Digi TransPort® Routers User Guide

wifinode 0 security wep

wifinode 0 weptype open

wifinode 0 wepkeylen <64 | 128>
wifinode 0 wepkeyindex <1..4>

wifinode 0 sharedkey <5 or 13 char key>

wifinode 0 security wep

wifinode 0 weptype sharedkey

wifinode 0 wepkeylen <64 | 128>
wifinode 0 wepkeyindex <1..4>

wifinode 0 sharedkey <5 or 13 char key>

wifinode 0 security wparadius
wifinode 0 wpatype tkip
wifinode 0 radiuscfg 1

wifinode 0 security wpa2radius
wifinode 0 wpatype tkip
wifinode 0 radiuscfg 1

wifinode 0 security wpapsk
wifinode 0 wpatype tkip
wifinode 0 sharedkey <8..63 char key>

wifinode 0 security wpa2psk
wifinode 0 wpatype tkip
wifinode 0 sharedkey <8..63 char key>

wifinode 0 security wparadius
wifinode 0 wpatype aes
wifinode 0 radiuscfg 1

wifinode 0 security wpa2radius
wifinode 0 wpatype aes
wifinode 0 radiuscfg 1

wifinode 0 security wpapsk
wifinode 0 wpatype aes
wifinode 0 sharedkey <8..63 char key>

wifinode 0 security wpa2psk
wifinode 0 wpatype aes
wifinode 0 sharedkey <8..63 char key>
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Perform a rogue scan

Wi-Fi-equipped TransPort routers can perform a rogue scan to scan the Wi-Fi channels and will which
Wi-Fi Access Points it detects. You can use rogue scans to detect unauthorized Access Points that
might be trying to get unsuspecting Wi-Fi clients to connect them. When the router detects an
authorized Access Point, the router creates an event log entry. In addition, you can configure
triggering an alarm notification, such as email, SMS message, or SNMP trap. From the rogue scan
results, you can save a list a list of the MAC addresses of the authorized Access Points that will not be
reported when detected.

(ﬁ\leb

1. Goto Configuration > Network > Interfaces > Wi-Fi > Rogue Scan.

+ Rogue Scan

Do not flag as rogue the following &4PMs
{(vou may specify up to 4 addresses).

A valid MAC address has the format 11:22:33:44:55:66
(@ hyphen '-' is also accepted as the separator].

MAC Address
Mo MAC addresses have been added

Add

Perform Rogue Scan

2. Inthe MAC Address field, enter The MAC address of an authorized Access Point
3. Click Add to add the authorized Access Point to the list of authorized Access Points.

4. Click Perform Rogue Scan. The router scans the Wi-Fi channels to detect unauthorized Access
Points.

5. Click Apply.

Command line

Equivalent web
Command | Instance | Parameter | Values parameter

macrogue | n mac MAC address with no separators, for MAC Address
example 112233445566
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Configure mobile (cellular) interfaces

Configuration parameters required from your mobile network

Before attempting to connect to a wireless service, you must set several parameters specific to your
mobile network operator. Have the following information on hand:

m The assigned APN (Access Point Name), unless the router is configured to select the APN
automatically.

For more information about automatic APN selecton, see Automatic APN selection.
= PIN Number for your SIM card (if any)
m Username and password (if any)
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Supported cellular modules in Digi TransPort products

For the TransPort product family, Digi continues to add support for cellular modules as vendors make
updates and improvements to support the latest chipsets and cellular technology. Digi provides the
following support and testing for cellular modules:

= Full support for cellular modules currently shipping in Digi products. Digi verifies that these
modules are running the latest module firmware, that this latest firmware is compatible and
functions properly.

= Partial support for cellular modules that have shipped in Digi TransPort products previously but
are no longer actively supported by the module vendor. Firmware testing no longer includes
these modules, however every attempt is made to maintain support as features and
improvements are implemented. Any issues with these modules that arise are verified, scoped,
and either scheduled to be fixed or a newer, supported module offered as an upgrade option.

m Limited support for cellular modules that have never shipped in Digi TransPort products, and
have never been part of firmware testing and verification efforts. These modules may be
similar to fully- or partially-supported modules by the same vendor and may even have been
informally tested and shown to work in Digi products. Any operational and performance issues
with these modules are evaluated and scoped to be fixed on a business case basis.

For the current list of cellular modules for which Digi provides full, partial, and limited support, see the
Release Notes for the most recent Digi TransPort firmware. The release notes are available on the
Product Support page for your Digi TransPort product, under General Firmware.
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Configure SIMs

1. Goto Configuration > Network > Interfaces > Mobile. At the top of the Mobile settings are
several settings for configuring the SIM or SIMs for the cellular service.

Select a SIM to configure from the list below

Settings on this page apply to the selected SIM
SIM: 1 (PPP1) ¥
IMSI:311480210983654

2. Select a SIM to configure. SIM 1 specifies the SIM card fitted to the slot marked SIM 1 in the
router’s SIM card slots. SIM 2 specifies the SIM card fitted to the slot marked SIM 2.

When using a single SIM card, the default action is for the router to use PPP 1 as the

mobile interface. To configure dual SIMs for fail-over, go to Configuration > Network >
Interfaces > Mobile > SIM Selectionto launch the Dual SIM wizard. See Configure SIM failover.
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Configure mobile connection settings

Select the service plan and connection settings for connecting to the mobile network.

Web

1. Goto Configuration > Network > Interfaces > Mobile > Mobile Settings. The Mobile
Settings page has several groups of settings. These settings vary depending on the cellular
module in your router.

2. Configure the mobile service provider settings:

~ Mobile Settings
Select the service plan and connection settings used in connecting to the mobile network.

Mobile Service Provider Settings
Service Plan / APN:
# Select APM automatically

Use backup APM Retry the main APN after O minutes
SIM PIN: (Optional}
Confirm SIM PIN:
Username: {Optional)
Password: (Optional}

Confirm Password:

Service Plan /[ APN
Enter an Access Point Name (APN) to overwrite the built-in default.

Select APN automatically

Only available for routers with one of the following module types:
m SIERRA_LTE
m TELIT_LTE
m TELIT_LTE_V2

For more information, see Automatic APN selection.

SIM PIN (optional)

Some SIM cards are locked with a Personal Identification Number (PIN) code to prevent
misuse if they are lost or stolen. The cellular service provider should be able to confirm if the
SIM requires a PIN code. If you enter a PIN code in this field, the router will try to unlock the
SIM before attempting to connect to the network.

Confirm SIM PIN
Enter the PIN again in this field to confirm it.

Mobile Connection Settings

# Re-establish connection when no data is received for a period of time
Inactivity Timeout:|0 hrs |0 mins |0 seconds
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Re-establish connection when no data is received for a period of time.

Sets up an inactivity timer to trigger a reconnection when no packets are received for a period
of time.

Inactivity Timeout: h hrs m mins s seconds

The amount of time the router waits without receiving any PPP packets before disconnecting.
This inactivity timeout is reset with each received PPP packet.

5. Configure the mobile network settings:

Mobile Network Settings
* Enable MAT on this interface
* IP address IP address and Port

+ Enable IPsec on this interface
kKeep Security Associations (SAs) when this Mobile interface is disconnected

Use interface Default ¥ |0 for the source IP address of IPsec packets

* Enable the firewall on this interface

Enable NAT on this interface

Enables or disables IP Network Address Translation (NAT) on the mobile interface. When
enabled, displays the following options:-

IP Address
Enables standard Network Address Translation (NAT).

IP address and Port
Enables Network Address and Port Translation (NAPT).

Enable IPsec on this interface

Enables or disables IPSec processing on the mobile interface. If enabled, packets sent or
received on this interface must pass through the IPSec code before being transmitted. IPSec
may drop the packet, pass it unchanged, or encrypt and encapsulate within an IPSec packet.
When enabled, displays the following parameters:-

Keep Security Associations (SAs) when this Mobile interface is disconnected

Configures the router to keep any existing IKE and IPsec associations should the link drop. This
is usually applied on head-end routers with fixed IP addresses.

Use interface X, Y for the source IP address of IPsec packets

By default, the source IP address for an IPSec eroute will be the IP address of the interface on
which IPSec was enabled. By setting this parameter to either a PPP or Ethernet interface, the
source IP address IPSec uses will match that of the Ethernet or PPP interface specified.

Enable the firewall on this interface
Enables or disables the firewall script processing for the mobile interface.
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Note If the firewall is enabled on an interface and with the absence of any firewall rules, the
default action is to block ALL traffic.

6. Click Apply.

Command line

Configure mobile service provider settings commands for SIM 1 (PPP 1)

modemcc | 0 Free text field @ Service Plan/ APN:

modemcc | 0 usebuapn on/off Checkbox (Use Backup APN)

modemcc | 0 buapn Free text field | Use backup APN

modemcc | 0 pin SIM PIN SIM PIN:/Confirm SIM PIN
number

pPpp 1 username Free text field | Username:

pPpp 1 password Free text field | Password:/Confirm Password

Configure mobile service provider settings commands for SIM 2 (PPP 1)

Command | Instance Parameter Values Equivalent web parameter

modemcc 0 Apn_2 Free text field | Service Plan/ APN:

modemcc | 0 Usebuapn_2 | on/off Checkbox (Use Backup APN)

modemcc | 0 Buapn_2 Free text field | Use backup APN

modemcc 0 Pin_2 SIM PIN SIM PIN:/Confirm SIM PIN
number

ppp 1 username Free text field @ Username:

ppp 1 password Free text field | Password:/Confirm Password

Configure mobile connection settings

rxtimeout off, on Re-establish connection when no data is
received for a period of time.

pPpp 1 rxtimeout 0-86400 Inactivity Timeout: h hrs m mins s seconds
(seconds)
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Configure mobile network settings

do_nat Enable NAT on this interface
IP Address
ppp 1 do_nat 2 Enable NAT on this interface
IP Address and Port
ppp 1 ipsec 1 Enable IPsec on this interface
ppp 1 ipsec 2 Keep Security Associations (SAs)

when this Mobile interface is
disconnected

ppp 1 ipsecent blank,ETH,PPP Use interface X, Y for the source IP
address of IPsec packets
x=Interface type

pPpp 1 ipsecadd 0-255 Use interface X, Y for the source IP
address of IPsec packets
y=interface number

pPpp 1 firewall off, on Enable the firewall on this interface

Automatic APN selection
Certain variants of Digi TransPort routers include support for automatically selecting an Access Point
Name (APN). This functionality is only available for routers with the following cellular module types:
m SIERRA_LTE
m TELIT_LTE
m TELIT_LTE_V2
To determine the APN, the router uses an IMSI to APN assignments file, imsi.txt. The imsi.txt file

maps ICCID and IMSI prefixes to APN values. For more information about updating and editing the
imsi.txt file, see imsi.txt.

Getting Started Wizard

Automatic APN selection is initially configured in the Getting Started Wizard on the Cellular
connectivity page, by using the Allow automatic APN detection? option. If the router detects a
supported cellular module and can determine the APN, this option will default to Yes. This will set the
APN name to None, which allows the router to automatically detect the name.

Web Ul

The Mobile Settings page of the Web Ul (Configuration > Network > Interfaces > Mobile > Mobile
Settings) includes the Select APN automatically checkbox. This checkbox is automatically enabled if
APN detection was enabled in the Getting Started Wizard.

If automatic APN selection is enabled in either the Getting Started Wizard or the Web Ul, but the
router cannot determine the APN, the APN will be set to None.
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imsi.txt

Digi TransPort routers that support the automatic assignment of APNs use a text file, imsi.txt, to
determine APNs. The TransPort device compares the IMSI and ICCID values read from the modem
with the prefixes in the entries in imsi.txt, and will use the APN associated with the first match found
in imsi.txt to configure the APN for the selected SIM. If no match is found, the APN will be set to none.

The imsi.txt file may be periodically updated by Digi personnel, and can be updated as part of the
standard carrier firmware update procedures. For more information about updating your carrier
firmware, see Update carrier firmware. You can also edit the imsi.txt to include additional ICCID and
IMSI prefixes and corollary APNs. To edit the imsi.txt file:

1. Open the file in the File Editor (Administration > File Management > File Editor). See Manage
files for further information.

2. For the Filename field, select imsi.txt.

The file format used by the imsi.txt consists of three comma and space separated elements:
the ICCID Fragment, the IMSI fragment, and the APN:

ICCID fragment

MSI fragment ]

APN

]
|891223i||38222853?8| mZ2mijde.telus.com # IMSI 382228537@%%%=
891223, 3822285371, m2m-east.telus.lot # IMSI 3B222@5371%***
891223, 3822285372, m2m-east.telus.iot # IMSI 3822285372%%%=

3. Add additional ICCID and IMSI fragments and APNs as necessary, using this format.

If there are multiple occurrences of the same ICCID and IMSI fragments, the device will
use the APN associated with first occurrence of the ICCID and IMSI fragments in the file.

4. Click Save file.
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Configure SIM failover

For TransPort routers equipped with dual SIMs, you can configure the router to fail over from one
SIM to another.

A SIM failover configuration will failover to a temporary “on demand” cellular connection using the
second SIM card. When the second SIM card is in use, after a specified period of inactivity or after a
maximum amount of time has been reached or the inactivity timeout is reached, the backup link will
deactivate and the TransPort will attempt to use the first SIM card again. This method is useful when
it is not desirable to use the second SIM card indefinitely, for example, if some functionality is lost or
the data charges are higher.

Web

1. Goto Configuration > Network > Interfaces > Mobile > SIM Selection. You can also launch
the SIM selection wizard from Wizards > Dual SIM wizard > Next.

Click the link text here to launch the Dual SIM wizard.

3. Follow the prompts of the wizard.
The wizard configures the basic failover SIM failover settings. You may need to perform
additional configuration after the wizard completes. See these application notes for more
information:

m Application Note 14: Configure a Dual SIM cellular router to automatically failover to a
second SIM card and revert back to the original SIM after a specified amount of time

m Application Note 15: Configure a Dual SIM cellular router to automatically failover to the
second SIM card and remain on SIM 2 until a failure is detected, then revert to SIM 1
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Configure advanced mobile parameters

It is recommended that you have the advanced mobile settings remain at their defaults.

Web
1. Goto Configuration > Interfaces > Mobile > Advanced.

* Advanced
SIM PUK: (Optional)
Confirm SIM PUK:

Initialisation string 1:+CGQREQ=1
Initialisation string 2:
Initialisation string 3:
Hang-up string:
Post hang-up string:

Wait [0 seconds between hanging up and allowing another call

Wait |0 seconds between attachment attempts

Reset the module after (10 unsuccessful connection attempts

Reset the module after 30 unsuccessful status retrieval attempts

Create a signal strength event every |0 minutes

If registration is lost for 5 minutes| reset the module if the GPRS reagistration is lost ¥
2. Enter the advanced mobile parameters:

SIM PUK

(Optional) If known, the SIM PUK code can be entered in these fields. If the router detects that
a PUK is required due to a locked SIM, this number will be sent to the SIM. A SIM PIN must also
be configured for the PUK parameter to take effect.

Confirm SIM PUK
Enter the PUK code again in this field to confirm it.

Initialisation string <n>

These parameters (Initialisation string 1, Initialisation string 2, Initialisation string 3)
specify a number of command strings that are sent to the wireless module each time a
wireless connection is attempted. You can use these parameters to set non-standard wireless
operating modes.

Before being sent to the wireless module, each string is prefixed with the characters AT, then
sent to the wireless module in the order specified until an empty string is encountered. For
example, Initialisation string 3 is not sent unless Initialisation string 1 and Initialisation string 2
are both specified. Initialisation strings are not normally required for most applications as the
router will normally be preconfigured for correct operation with most networks.
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Hang-up string

In a typical wireless application, the connection to the network is always on and under normal
circumstances it is not necessary to hang-up the wireless module. Under certain
circumstances however, the router may use the ATH command to try and disconnect the
wireless module from the network, such as if an incorrect APN has been specified and the
module is unable to attach to the network correctly.

This parameter specifies an alternative hang-up string that is sent to the wireless module
when disconnecting a call. As with the Initialisation strings, it is not necessary to include the AT
as this is inserted automatically by the router

Post Hang-up string

Additional AT commands that are sent to the wireless module after it has been disconnected.
As with the Initialisation strings, it is not necessary to include the AT as this is inserted
automatically by the router.

Wait n seconds between hanging up and allowing another call

The length of time, in seconds, that the router will wait after hanging up the wireless module
before initiating another call attempt.

Wait n seconds between attachment attempts

The number of seconds between network attachment attempts, some networks require 60
seconds between attempts to attach to the wireless network.

Reset the module after n unsuccessful connection attempts

The router will normally make multiple attempts to connect to the wireless network in the
event that the signalis lost. In some cases, this can result in a lock-up situation where the
wireless network is unable to attach the wireless device due to the multiple attempts. This
parameter specifies the number of attempts at connection that the router should make before
power cycling the internal wireless module. Power cycling the wireless module forces it to re-
register and reattach to the network. The default value varies depending on the router's
cellular module . Using the default value is recommended. Setting this parameter to 0 prevents
the router from power-cycling the wireless module if it cannot obtain an IP address.

Reset the module after n unsuccessful status retrieval attempts

The router periodically collects status information from the internal wireless module. This
information, which may be viewed on the Management > Network Status > Interfaces >
Mobile web page, includes details of the signal strength and network attachment status. As a
safeguard against problems communicating with the wireless module, you can use the status
retries parameter to specify the number of unsuccessful attempts to retrieve status
information from the wireless module before power cycling it. The default setting of 30 is the
recommended value. Setting this parameter to 0 prevents the router from power-cycling the
wireless module if it cannot read the wireless status information.

Create a signal strength event every n minutes
Configures the router to write the signal strength to the Event Log every n minutes.

If registration is lost for 5 minutes

Controls whether the router will power cycle the wireless module after the network
registration has been lost for 5 minutes. Setting this parameter to do not reset the module
will never recycle the wireless module, setting to reset the module if GSM registration is
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lost will power cycle the module after 5 minutes loss of GSM registration, and setting to reset
the module if GPRS registration is lost will power cycle the module after 5 minutes loss of
GPRS, 4G/LTE, 3G, or HSPA registration.

Preferred System

Controls which mobile technology is the preferred system (2G/3G).
= When set to Auto, the cellular module chooses the fastest technology available.
m When set to GSM, the cellular module tries GSM (GPRS/EDGE) technology first.

m When set to WCDMA, the cellular module tries WCDMA (UMTS/HSPA) technology first.
For CDMA: select CDMA for 2G (1xRTT) or EVDO for 3G.

m When set to 4G/LTE, the 